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® |Instalar, configurar e explorar a firewall PfSense

Exemplo de digrama de constru¢éo e comunicagdo da firewall

Internet

> 192.168.1.2

“ Kali Linux
pfSense
192.168.2.9 -
l P 19216813
\ Desktop

192.168.1.1

192.168.1.4
Web Server

Parte 1 — Configuragao da maquina virtual

Passo 1—Retirar aimagem do pfsense da pdgina oficial: https://www.pfsense.org/download/ e selecionar

as opgoes:

e Architecture: AMD64 (64-bit)
e |Installer: DVD Image (ISO) Installer
e Se aparecer a opcdo Mirror deve indicar a localizagdo mais proxima;
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Latest Stable Version (Community Edition)

This is the most recent stable release, and the recommended version for all installations. Refer to the documentation for Upgrac

nstallation Guides. For pre-configured systems, see the pfSense® firewall appliances from Netgate.
Select Image To Download Subscribe To The Netgate News
Version: 2.7.2 Product information, pfSense software announce
T AMDG4 (64-bit) v | @ offers. See our newsletter archive for past annoui
Email*

staller: E aller ~
nstaller DVD Image (ISO) Installer Email Address

O 1 understand | am signi
Y announcements, and -.:a

E netg ate I'm interested in...

] pfSense Plus Appliances

Passo 2 —Vamos criar uma nova maquina virtual, do qual:

e Nome: Pfsense 2.8

e |SO Image: Colocar a localizagdo da imagem que descarregou
e (S:BSD

e Tipo: OpenBSD

e \Versdo: OpenBSD (64-bit)

% Virtual machine name and operating
VM Name Pfsense
VM Folder [

150 Image [H C e-CE-2.7.2-RELEASE-amd6d.iso

Passo 3 —Em termos de hardware, defina os seguintes valores:

e Memodria Base: 1024 MB (equivalente a 1GB de memdria RAM) ou se quiser algo mais pode
colocar até 2048 MB (equivalente a 2GB de memodria RAM);

e Nucleos de processador: 1 (OBRIGATORIAMENTE), pois o Pfsense so funciona em single-core (1
nucleo de processador);

W Specify virtual hardware

Base Memory == 1024 MB

4 MB

Number of CPUs

1CPU
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Passo 4 — Criar disco rigido virtual com a extensdao VDI e com 10 GB de espago:

39 Criar Maquina Virtual ?

X

<ivivlv
L/

(® Create a Virtual Hard Disk Now

Hard Disk File Location and Size

[c:\users\Siva\virtualBox vs PFSense 27Fsense 27.vd | @

v

4,00 M8 2,008

Hard Disk File Type and Variant
VDI (VirtualBox Disk Image) v

Passo 5 — No separador rede, vamos ativar 2 adaptadores de rede (placas de rede), do qual:

e Adptador 1: Bridge Mode (Adptador Bridge, que servira para interface WAN, ou seja, por onde
passa a ligagdo a internet do exterior) e Modo promiscuo Permitir Tudo;

{5} PFSense 27 - Definicdes - [m| x
E Geral Rede

Sistema Adaptador 1 Adaptador 2 Adaptador 3 Adaptador 4

IEI Ecrd Enable Metwork Adapter

Associado a: | Adaptador ‘Bridged' ~
@ Armazenamento
Mome: | Intel(R) Dual Band Wireless-4 7260 ~
(‘{)3 Audio
V' Avancado

ﬂ Rede Tipo de adaptador: |Intel PROf1000 MT Desktop (82540EM)

@ Portas Série Modo promiscuo: | Permitir Tudo ~
ﬁ USB Enderego MAC: |080027287726 E@

Cabo Ligado
Ij Pastas Partilhadas
[—]

e Aptador 2: Rede interna (que serve para comunicar com os computadores que estdo na rede LAN
e interligados com esta firewall) e Modo promiscuo Permitir Tudo:

() PFSense 27 - Definigdes - m} X

E Geral Rede

Sistema Adaptador 1 = Adaptador 2 | Adaptador 3 = Adaptador 4

|§| Ecrd Enable Network Adapter

Amazenamenta Assodiado a: |Rede Interna ~

Mome: ||nmet s
Aud

(D:I ude " Avancado

@‘ Rede Tipo de adaptador: |Intel PRO/1000 MT Desktop (82540EM)

@ Portas Série Modo promiscuo: | Permitir Tudo ~

ﬁ Use Enderego MAC: |0800275FF1C9 @

Cabo Ligade

lj Pastas Partihadas

=
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Potenciais erros de inicializagao
ERRO “CPU doesn’t support long mode”

Ao arrancar a maquina virtual, pode aparecer o erro “CPU doesn’t support long mode”. Isto acontece ao
fato de estar a fazer o processo de virtualizacdo e ndo ter indicado que vai usar um sistema operativo de
64-bits. Confirme se colocou as informagbes corretas no passo 2, mais especificamente a arquitetura da
versdo ser OpenBSD 64 Bit:

) Pfsense 2.7 [Em execugia] - Oracle VM VirtualBox - O X

Ficheiro M&guina Ver Entrada Dispositvos Ajuda

Options:
6. Kernel: default/kernel (1 of 1)
7. Boot Options

Autoboot in B seconds. [Spacel to pause

L oading kernel...
fboot/kernel/kernel text=Bx19bal8 text=Bxfdab98 text=Bx17dcbfB data=Bx188 data=
222698 +8:3dcO78 Bx8+Bx1c7468+Bx8+Bx1d5994/

Loading configured modules. .. ’ , Tipo: |BSD v
can't find '/fetc/hostid’ .
/boot/kernel/opensolaris.ko size BxleZ?bB at Bx359d888 Vers3o: (ComEPlloE ) x

fboot/kernel/zfs.ko size Bx5d7798 at Bx35bcBAR
can't find "/boot/entropy’
CPU doesn't support long mode

&E

Hit [Enter] to boot immediately, or any other key for command prompt.
Booting [fboot/kernel/kernell. ..
CPU doesn't support long mode

'?' for a list of commands., 'help’ for nore detailed help.

B ok o= gl

[#] cTRL DIRETTO

ERRO “Panic: running without device atpic requires a local APIC ”

Isto acontece ao fato de alguma configuracdo mal feita (como por exemplo configuracdes erradas do na
identificacdo do sistema operativo aquando da criacdo da maquina virtual). Isto faz desativar uma
funcionalidade de virtualizagao. Para resolver este problema, deve ir definicdes da maquina virtual, mais
especificamente, escolher o separador “Sistema” e selecionar a opgdo “I/O APIC”:

£ Prsense 2.7 - Definigdes

Basico Avangado

Geral Sistema

Placa Mae ocessador  Aceleragio
Sistema
& Memory = m— 24 B

== 4M8
Armazenamento
Audio

Rede
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Parte 2 — Configuragao e Instalagcdo da Firewall Pfsense

Passo 1 — Se tudo correr bem a maquina virtual vai mostrar a tela principal e ao fim de 3 segundos, este

arranca automaticamente para a configuragao:

I Prsense 27 [Em execugdo] - Oracle VM VirtuslBox o X

Fichero  Mag e Enirads Ajuda

=g

Boh&s

&) cTRL DIREITO

Passo 2 — Aceitar os termos e condigoes:

F
Ficheiro Maéquina Ver Entrada Dispositivos Ajuda
Hetgate Installer - vi1.8-RC

Copyright and Trademark Hotices.

Copyright(c) 2884-2816. Electric Sheep Fencing, LLC (“ESF").
All Rights Reserved.

Copyright(c) 2814-2B824. Rubicon Communications, LLC d/b/a Hetgate
("Hetgate™).
All Rights Reserved.

All logos, text. and content of ESF and/or Hetgate. including underlying
HTHL code, designs. and graphics used and/or depicted herein are
protected under United States and international copyright and trademark
laws and treaties. and may not be used or reproduced without the prior
express written permission of ESF and/or Hetgate.

“pfSense” is a registered trademark of ESF. exclusively licensed to
Hetgate., and may not be used without the prior express written
25%—

[Accept] [ ancell

Passo 3 — Selecionar a opgao Install:

"ﬂ Pfsense 2.8 [Em execugde] - Oracle VirtualBox

Ficheiro Maquina Ver Entrada Dispositivos Ajuda
Hetgate Installer - wi1.B-RC

Helcome |

Helcome to pfSense!

Install pfSense

Rescue Shell Launch a shell for rescue operations

[ TE] [Advanced Dptions] [ Cancel

Geessors  gPooay [ Coe 2
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Passo 4 — Confirme para configurar as interfaces de rede:

| Hetwork Installation |

Setting up the network to continue the installation.

Passo 5 — Selecione a interface emO (neste caso serad o adaptador bridge):

HAH Interface Assignment and Configuration

Please select the HANH interface.

| nAflend BB:88:27:02:36:e1 (active)
eml eml B8:88:27:91:cl1:4f (active)

[T [Cancel]l

Passo 6 — Peca para continuar a configuracdo (Continue):

------------ HWAN C(emB) Hetwork MHode Setup p=—————————--

Ad just the network operation mode for the HAN (emB)
interface if necessary.

Proceed with the installation
M Interface Hode DHCP (client)
¥ VLAN Settings VLAN Tagging disabled

U Use local resolver false

[ 0K 1 [Cancel]

Passo 7 — Configure a outra interface de rede, mais especificamente, a interface em1 (neste caso sera a
rede interna):

LAN Interface Assignment and Configuration

Please select the LAN interface.

Hone Do not assign the LHN interface
eml B8:80:27:91:cl:4f (active)

[ 0K 1 [ Skip 1 [Cancell
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Passo 8 — Peca para continuar a configuragdo (Continue):

LAH (eml) Hetwork HMode Setup

Ad just the network operation mode for the LAN (em1)
interface if necessary.

Proceed with the installation

Interface Mode STATIC

VLAN Settings VLAN Tagging disabled
IP Address 192.168.1.1/24

DHCPD Enabled true

DHCPD Range S5tart 192.168.1.188

DHCPD Range End 192.168.1.158

[ 0K 1 [Cancell

Passo 9 — Peca para continuar a configuracdo (Continue):

Interface Assignment and Configuration
Detected: VirtualBox Virtuwal Machine

Please confirm the interface assignment to continue with the
installation.

| ANflem1 (active)

HAH emB (active)

Cont inue Il [Assign/Configqurel [

Passo 10 — De seguida, vai ser verificada a configuracdo da internet (pelo adaptador bridge) e verificar se

consegue ligar ao servidor remoto da NetGate:

| Connectivity Check

Verifying the Internet connection...

Trying to reach the Hetgate Servers. please wait (this
can take a while)...

Passo 11 — Pedir para instalar a versdo CE (Community Edition):

| Active Subscription Yalidation }

This device does not have an active pfSense Plus subscription.

To purchase pfSense Plus:
Software Store: https:/fwwu.netgate.com/purchase-plus
HDI: eb53 74a6 191 93b3 a876

and select ‘Retry WYalidation®' once purchase is conplete.

Or select ‘Install CE' to install pfSense CE sofware.

[ Install CE 1 [Fetry Yalidationl

gressos o030 [ S

7/69

PAGINA



":_.
A

INSTITUTO DO EMPREGO

DELEGAGAQ REGIONAL DO CENTRO

erormaciorrorssowe.  CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

FICHA TRABALHO 5

Passo 12 — Peca para continuar a configuracdo (Continue):

Scheme .

Installation Options |

Please select the File System type and the Partition

>» Continue

F File System

P Partition Scheme GPT (compatible with HMBR)

Proceed with the installation

ZF5 (recommended default)

[ 0K 1 [Cancell

Passo 13 — Peca para continuar a configuragdo (OK):

type.

Select the ZF5 VYirtual Device configuration

S5tripe - Ho Redundancy

L 0K 1 [Cancel]l

Passo 14 — Peca para continuar a configuracao (OK):

Select the disk(s) for software installation.

Disk Selection |

(% 1] 186 <VBOX HARDDISK>

[ 0K 1] [Cancel]l

Passo 15 — Confirme a instalagao:

ada#d

Last Chance! Are you sure you want to destroy
the current contents of the following disks:

1| Confirmation |

Seessons 190030
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Passo 16 — Selecione a versdao mais recente (2.8.1):

Passo 17 — Deixar efetuar a instalagdo:

Passo 18 — Apos instalar carregue em OK:
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Passo 19 — No final, este ird pedir para reiniciar a maquina virtual com a instalagao do Pfsense. Selecione
a opcgao Reboot:

Installation of pfSense complete!
Hould you like to reboot into the

installed system nouw?

[Reboot] [ hell 1

MUITO IMPORTANTE: De seguida, quando a maquina virtual reiniciar, deve deitar a maquina virtual abaixo
e remover a imagem da instalacdo, sendo vai voltar a correr os passos anteriores:

i) PfSense 2.7 - Definigdes — | e
E Geral Armazenamento
Sistema Dispositivos de Armazenamento Atributos
|§| @ Controlador: IDE Unidade dtica: | IDE Secondary Device 0 ~ @
Ecrd

B rfsense 2.7.vdi [] co/ovD Live [  Escolher Criar um Disco Otico Virtual...
@ TEERTETETE O pfSense-CE-2.7.2-RELEASE-... Informacdo [l  Escolha um ficheiro de disco...
q;n Audio U mEEE Unidade Anfitria 'D:'
4

Tamanho: 834,15MB

@ Rede Localizacio: C:\Users\Silva\Desktop'pfSense-CE-2.7 pfSense-CE-2.7. 2-RELEASE-amd64.iso

Ligado a: PfSense 2.7 cctv.iso

@ Remover Disco da Unidade Virtual

@ Portas Série
A

Passo 20 — Este vai acabar de fazer a configuracdo e costuma demorar um pouco. Quando finalizar, vai
mostrar as informacdes da nossa firewall (do qual vai dar as informac¢des dos enderecos IP e afins, bem
como um menu de escolhas):

-

F .
Ficheiro Maquina Ver Entrada Dispositivos Ajuda

ftarting CRON... done.
pf Sense Z2.8.1-RELEASE amdb4 20251215-1731
Bootup complete

reeBSD-amd64 (pf3ense.home.arpal) (ttywdd
irtualBox Virtual Machine - Netgate Device ID: eb5374a6f13193b3a876
#» lelcome to pf3ense £.8.1-RELEASE (amd64) on pfSense s

WAN (wan) -> em® -> v4/DHCP4: 192.168.1.86-24
vb/DHCPG: 2001:8a0:cbHf1:5400:a00:27ff :fed2:36el1/04
LAN (lan) -> eml —> w4: 192.168.1.1/24

Logout ~ Disconnect SSH 9) pfTop

fissign Interfaces 10) Filter Logs

Set interface(s) IP address 11) Restart GUI

Reset admin account and password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

nter an option: Jj
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A consola Pfsense permite executar tarefas de configuracdo, tais como:

Logout (somente ssh)

Atribuir interfaces: permite reconfigurar as vossas(s) interface(s) de rede;

Definir enderecgo IP da(s) interface(s): podem definir enderecos IP para as vossas interfaces de
rede. Também é util habilitar, desabilitar e configurar o servico DHCP, aceder a interface grafica
(GUI) através de HTTP (em vez de HTTPS) e desabilitar a regra de bloqueio se o utilizador estiver
bloqueado;

Redefinir senha do webConfigurator: pode redefinir o utilizador e a senha do sistema para os
valores padrdo (admin/pfsense). O script também pode ativar ou gerar a conta padrdo novamente,
caso ela tenha sido desativada ou removida;

Redefinir para os padrdes de fabrica: para restaurar a configuragdo padrao do sistema, incluindo
a remocdo de software adicionado;

Reiniciar sistema: oferece diferentes opg¢des para reiniciar o sistema;

Halt system: para desligar o sistema;

Ping host: permite que vocé execute ping para fins de teste;

pfTop: exibe o estado do sistema e os dados transferidos (Util para monitorar o sistema e
diagnosticar problemas);

Filtrar Logs: pode verificar os logs (registos) da firewall;

Reiniciar webConfigurator: permite reiniciar processos vinculados a interface grafica GUI, como
nginx;

Ferramentas PHP Shell + pfSense: permite executar cédigo PHP (util para programadores e
utilizadores familiarizados com PHP);

Atualizagdo do console: atualizar o vosso sistema para sua Ultima versao;

Habilitar Secure Shell (sshd): para habilitar ou desabilitar o servico SSH (certificados de seguranca);
Restaurar configuragdo recente: permite selecionar as ultimas configuragdes do sistema para
restauracao;

Reinicie o PHP-FPM: para reiniciar o servico PHP (util para resolver alguns problemas do

webConfigurator);
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Passo 21 — Inicie a mdquina virtual do UBUNTU e de seguida, abra um navegador e coloque o endereco IP
para aceder a firewall (normalmente serd a segunda interface, ou seja, a interface LAN). Também temos
de adicionar nova excecdo e para tal basta prosseguir e aceitar os riscos):

=% lelcome to pfSense £.8.1-RELEASE (amd64) on pfSense ===

WAN (wanl) -> em@ -> »4-DHCP4: 19Z2.168.1.86-24
- ._ l_ ﬂﬂ L = -

6f1:5400:a00:27ff :fedZ:36el/64

Aviso: Potencial risco de seguranca a frente

O Firefox detetou um potencial risco de seguranca e ndo continuou para 192.168.1.75. Se visitar este
site, atacantes podem tentar furtar informagdo como palavras-passe, emails, ou detalhes de cartdo de
crédito.

Retroceder (recomendado) Avancado...

192.168.1.75 utiliza um certificado de seguranga invélido.
O certificado ndo é de confianga porque € auto-assinado.

Cadigo de erro: MOZILLA_PKIX_ERROR_SELF SIGNED CERT

certificado

Retroceder (recomendado) Aceitar o risco e continuar

Passo 22 — Para aceder a nossa pagina pela primeira vez, basta colocar os valores mais abaixo:

e Utilizador: admin
e Password: pfsense

fSisense

SIGN IN

Username

Password

60 PESSOAS - Cofinanciado pela 12/69
~°9 2030=="" ‘! 2030 - Unido Europeia PA/G\NA

Os Fundos Europeus mais prosdim



)" DELEGACAO REGIONAL DO CENTRO EICHA TRABALHO 5

INSTITUTO DO EMPREGO

eronmaciosonssow.  CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

Passo 23 — Normalmente, sera feito o tutorial de configuracao inicial. Para tal, vamos realizar os seguintes

Passos:

e Prosseguir com a instalacdo, clicando no botdo azul-escuro Next:

®) By e o B % & O naditacoss oizportuga 5
[Tisense
WARNING: Tha sdmin account password s 59110 the dafsul valus, Changs tha passwrd i the User Manage
Wizard / pfSense Setup / ©

Welcome to pfSense® software!

e Prosseguir com a informacao inicial, clicando no botdo azul-escuro Next:

Wizard / pfSense Setup / Netgate® Global Support is available 24/7 (2]

Netgate® Global Support is available 24/7

Our 24/7 worldwide team of support engineers are the most qualified to diagnose your issue and resolve it quickly, from branch office to enterprise —

on premises to cloud

We offer several support subscription plans tailored to fit different environment sizes and requirements. Many companies around the world choose

Netgate support because:

« Support is available 24 hours a day, seven days a week, including holidays.
» Support engineers are located around the world, ensuring that no support call is missed.
« Our support engineers hold many prestigious network engineer certificates and have years of hands-on experience with netwarking,

e Dar um nome a vossa magquina, como por exemplo “pfSense01”
e Deixar o dominio (domain) como home.arpa;

e Primary DNS: 8.8.8.8

e Secondary DNS: 4.4.4.4

e Override DNS: Selecionado

Wizard / pfSense Setup / General Information (7]

General Information

On this screen the general pfSense parameters will be set

Hostname  piSensed]

Domain home.arpa

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard

Primary DNS Server 3838
Secondary DNS Server 44424

Override DNS
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e Definir o fuso horério TimeZone como Europe/Lisbon:

Wizard / pfSense Setup/ Time Server Information (]

EERT]

Time Server Information

Please enter the time, date and time zone

Time server hostname 2 pfsense.pool.ntp.org

Enter the hostname (FQDN) of the time server

Timezone Europe/Lisbon

e Na configuracdo da Interface WAN (ligacdo exterior), vamos deixar que este tenha um IP dinamico
(mas somente neste caso). Num ambiente de configuracdo mais avancado, devem ter um IP
estatico para que este ndo mude as configuracdes de detecdo dos equipamentos nas redes

informaticas:

Wizard / pfSense Setup/ Configure WAN Interface

Step 4 of 9

Configure WAN Interface

On this screen the Wide Area Network information will be configured.

SelectedType DHCP v
General configuration
MAC Address
This field can be used to modify ("spoof”) the MAC address of the WAN interface (may be required with some cable connections). Enter a MAC address

e Como estamos a utilizar enderecos privados (como por exemplo, gamas de IP 192.168.1.x), ndo
podemos ter selecionadas as op¢Bes Block RFC1918 Private Netwoks e Block bogon networks.

Verifique se estd dessa formal

Reserved Networks

Block private networks 0
and loopback addresses

Block bogon networks O
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e Na configuracdo da Interface LAN (rede interna que esta depois da firewall), vamos indicar que o
servidor vai ser acessivel no endereco 192.168.1.1 que tem uma mascara 24:

Wizard / pfSense Setup/ Configure LAN Interface (7]

Configure LAN Interface

On this screen the Local Area Network information will be configured.

LAN IP Address 192.168.1.1

Type dhep if this interface uses DHCP to obtain its IP address.

Subnet Mask 24

e Definir a senha do admin, que é utilizada para aceder a interface web e também os servigos SSH
(quando habilitados):

Wizard / pfSense Setup/ Set Admin WebGUI Password (2]

Step 6 of 9

Set Admin WebGUI Password
On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled

Admin Password scscsece

Admin Password AGAIN | seseessd

e Pedir para reiniciar o servico e aplicar as novas modificacdes:

Wizard / pfSense Setup / Reload configuration (2]

Step 7 of §

Reload configuration

Click Reload’ to reload pfSense with new changes

» Reload

Se tudo correr bem, serd exibida a seguinte janela:

Wizard completed.

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is one of the most important
things you can do to maintain the security of your network.

Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.
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Passo 25 - Faga o logout na aplicagdo e insira a nova password que acabou de definir.

admin

SIGN IN

Visualizagdo da tela inicial:

O & 192.168.1.1

+ 9
(- X x] Netgate Services And Support [-Xx]
Name pfSense home.arpa
Contract type
User admin@192.168.1.100 (Local Database)
System VirtualBox Virtual Machine

Netgate Device ID: eb5374e6¢19193b32876 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: innotek GmbH
Version: VirtualBox

Release Date: Fri Dec 12006
Boot Method: BIOS

If you purchased your pfSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own
hardware, you have access to various community support resources. This includes

Version 2.8.1-RELEASE (amd64) the NETGATE RESOURCE LIBRARY.
i 1517:31 T
:ﬁié;gx%"o?gfm:mf DOWET 2025 You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
= Support subscription. We're always on! Our team is staffed 24x7x365 and
% . committed to delivering enterprise-class, worldwide support at a price point that is
Version information updated at Sun Mar 29 19:07:18 WEST 2026 more than competitive when compared to others in our space.
] « Upgrade Your Support « Community Support Resources
CPU Type Intel(R) Core(TM) i7-14650HX « Netgate Global Support F# . ense Trail N

AES-NI CPU Crypto: Yes (inactive)

« Netgate Professional Service « Visit Netgate.com

Se clicar no botdo + (no separador Dashboard da pagina inicial, vdo aparecer opgdes de personalizacdo da
pdagina inicial):

Status / Dashboard + 0

Available wids
Available Widgets

< CARP Status
< GEOM Mirror Status

= Dynamic DNS Status
= installed Packages
g

7Sl <+ IPsec = NTP Status
< Picture <+ Rss < SMART. Status
4 System Information + Thermal Sensors = Traffic Graphs

Other dashboard settings are available from the General Setup page.

System Information 00

Name pfSense01.home.arpa

Netgate Services And Support o0

Pantract tuna
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Exemplo de implementagdo dos logs da firewall:

Current date/time  Tue Mar 5 18:40:48 WET 2024 ~
(¥

DNS sarver(s) + 127.0.01

. Interfaces F00

* 1117 SR WAN /M 1000baseT <fullduplex>  192.168.1.75
(e e 2001:8a0:c6¢1:b300:300:27ff fe5a:e491
change
Firewall Logs Fa-1x]
State table size
0% (11/300000) Show states Act  Time IF Source Destination
MBUF Usage y $e80:-206:01fF-fa57:bd FF02
0% (2540/1000000) M Mar518:36 WAN  [feB0:206:01Ffe57:bdef] [Ff02:1]
Load average 087,083, 0.66 X Mar518:37 WAN 192.168.1.69 102.168.1.255:138
CPU usage [ | x Mar 5 18:38 WAN 192.168.1.254 224001
9%
X Mar518:38 WAN  [feB0:206:91fffe57:bdef] [ff02:1]
Memory usage (N
10% of 3010 MiB X Mar51839 WAN 192.168.1.68 192.168,1.255:137

SWAP usage
0% of 1024 MiB
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Parte 3 — DHCP Leases (detecao de equipamentos na rede)

Neste momento serd exibido uma ligacdo de rede (que serd maquina que estiver ligada na rede interna).

Status / DHCP Leases CO=uEO
Search Term Al v 0 Clear
IP Address MAC Address Hostname Description Start End Actions
[OES 192.168.1.100 08:00:27:14:4c:1e silva-VirtualBox 2024/04/12 19:03:16 2024/04/1221:03:16 23] +]
Interface Pool Start Pool End Used Capacity Utilization
LAN 192.168.1.10 192.168.1.245 1 236
0% of 236
,
S . ~ y ,
Para ver todas as ligacdes detetadas (leases), vamos clicar no botdo azul-claro “Show All Configured
”,
Leases”:
Status / DHCP Leases Ce=E=z=E0
System > Advanced > Networking
Search Term Start ~
Enter a search string or *nix regular expression to filter entries.
IP Address MAC Address Hostname Description Start End Actions

No leases to display

Lease Utilization

Interface Pool Start Pool End Used Capacity Utilization

No leases are in use

1 Clear All DHCP Leases

Para verificar a detecdo de equipamentos na rede com DHCP, inicie a maquina virtual do Windows com o
adaptador da rede na opcdo rede interna e dentro do sistema operativo, a placa de rede tem de estar a
obter o IP automaticamente:

Leases

IP Address MAC Address Hostname Description Start End Actions
@+ 192.168.1.96 08:00:27:0b:c6:c0 silva-PC 2024/05/01 13:53.04 2024/05/01 15:53:04
@‘T\ 192.168.1.99 08:00:27:8e:cf17 silva-VirtualBox 2024/05/01 13:36:09 2024/05/01 15:36:09

No entanto, como pode ver no inicio da pagina, aparece um aviso a dizer que a tecnologia ISC DHCP esta
a chegar ao fim e que serd removido nas préximas atualizacdes. Para precaver esta situacdo, vamos
comecar por clicar na hiperligacdo azul que ird remeter para as configuracdes de detecdo da rede
(Networking):
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Status / DHCP Leases CO=E=E60

SC DHCP has reached end-of-life and will be removed in a future version of p‘Se-nI Visit System > Advanced > Networking to I‘.-'i:::\‘ DHCP backend

Nas configuracBes da nova pagina “Networking”, vamos selecionar a tecnologia “Kea DHCP” que é o

sistema de detecdo mais moderno:

System / Advanced/ Networking (]
Admin Access Firewall & NAT Networking Miscellaneous System Tunables Notifications

DHCP Options

Server Backend (O ISC DHCP (Deprecated) ["1 Ignore Deprecation Warning

ISC DHCP has reached end-of-life and will be removed from a future version of pfSense. Kea DHCP is the newer, modern DHCP distribution from ISC
that includes the most-requested features.

RADVD Debug ] Log all radvd log levels

|II

No final, deve ir até ao final da pagina e clicar no botdo azul “Save” para guardar as novas alteracdes.

L L I S ) | UII!:FJIII!:FJ g '-\.p"n_ll.l'\-\.ﬁll 1 '.'\.IILrll.J".-\J (PPN

Ative uma maquina Windows 7 e veja a detecdo a acontecer em tempo real:

Status / DHCP Leases CO==E0

Enter a search string or *nix regular expression to filter entries

Leases

IP Address MAC Address Hostname Description Start End Actions

@‘1\ 192.168.1.100 08:00:27:54:07:9d teste-pc 2026/04/23 10:45:09 2026/04/23 12:45:.09

Lease Utilization

Interface Pool Start Pool End Used Capacity Utilization

LAN 192.168.1.100 192.168.1.199 1 100 (
1% of 100

i Clear All DHCP Leases
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Parte 4 — Monitoring (Monitorizagao de atividades na rede)

Status / Monitoring FCLO

Default

Interactive Graph

Left Axis: System - Processor

I ] i,
Right Axis: None — @ user util. mrce il @ system utl interrupt @ processes
220.00 { —\
200.00 |
180.00 2024-04-12 10:55:00
_ leo00 W ouserutl.  0.00%
é 140.00 nice utl.  0.00 %
5_ 120.00 M system util. 0.00%
é 10000 interrupt 0.0 %
) W processes 0.00
5 8000
60.00
40.00 |
20.00
0.00 o
19:15:00 221320 01:00:00 03:46:40 06:33:20 09:20.00 12:06:40 145320 17:40:00 19:10:00
pfSense.home.arpa Time Period: 1 Day Resolution: 5 Minutes Fri Apr 12 20:12:34 2024

Data Summary
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Parte 5 — System Logs (monitorizagcdo de eventos e alertas)

Status / System Logs/ System/ General Y+-Z0
System Firewall DHCP Authentication IPsec PPP PPPoE/L2TP Server OpenVPN NTP Packages Settings

——
General Gateways Routing DNS Resolver Wireless GUI Service 0S Boot

Last 500 General Log Entries. (Maximum 500)

Time Process PID Message

Apr1217:44:02 kernel Root mount waiting for: CAM usbus1
Apr1217:44:02 kernel Root mount waiting for: CAM usbus1
Apr1217:44:02  kernel Root mount waiting for: CAM usbus1
Apr1217:44:02  kernel uhub1: 12 ports with 12 removable, self powered
Apr1217:44:02  kernel Root mount waiting for: CAM

Apr 12 17:44:02  kernel Root mount waiting for: CAM

Apr 12 17:44:02 kernel Root mount waiting for: CAM

Apr1217:44:02 kernel Root mount waiting for: CAM

Apr1217:44:02 kernel cd0 at atal bus 0 scbus1 target O lun 0
Apr1217:44:02 kernel cd0: <VBOX CD-ROM 1.0> Removable CD-ROM SCSI device
Apr1217:44:02  kernel cd0: Serial Number VB2-01700376
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Parte 6 — Regras da Firewall Pfsense

As regras, permitem estabelecer um conjunto de definicdes para que a firewall possa identificar e resolver
os planos delineados para a nossa rede.

Como tal, devemos ter em consideracdo uma regra muito importante: as regras funcionam por
hierarquia/prioridade de colocagdo, ou seja, a regra que estiver mais acima € a primeira a ser respeitada
e sO depois é que comeca a processar todas as outras.

6.1 - Regras de bloqueio de internet geral na LAN

e Parabloquear ainternet nainterface LAN, vamos ao menu superior e selecionar as opcdes Firewall
- Rules. De seguida, deve selecionar a regra IPV4 Lan Subnets (que j& vem configurada
automaticamente:

_-;Fjsense System « nterfaces Firewall =

COMMUNITY EDITION

Aliases
Status / System Logs/ Firewal nar

Rules

Firewall / Rules/ LAN w B @

The changes have been applied successfully. The firewall rules are now reloading in the background
Monitor the filter reload progress.

Floating WAN LAN DMZ

Rules (Drag to Change Order)

a States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 0/463MiB * = = LAN Address 443  * E Anti-Lockout Rule e
80
2222
I O = 4/946MiB IPv4*  LANsubnets * * * * none Acesso toda arede da LAN &L 00m%
- —
0O « 0/08 IPvé * LAN subnets  * . * * none Default allow LAN IPv6 to any rule L2 LOMmX
© s | O con ] @ o]

e Cologue a propriedade Action como Block:

Firewall / Rules/ Edit =wEe
Edit Firewall Rule
Action Pass v
Pass
Elo(k TCP RST or ICMP rt unreachable for UDP returned to the ser
nal packet is discarded

Reject
Disabled [ Disable this rule

Gressons o030 R G 22/69
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e Mais abaixo, ative a opc¢do Log (para aparecer a regra de blogueio nos logs da firewall), e coloque

a descricdo “Bloguear toda a rede da LAN”:

Extra Options

Log Log packets that are handled by this rule

rewall has ted local log space. Don't turn or
the Status: System Logs: Setting je)

Description Bloguear toda a rede da LAN

tered here for administrative refe

Advanced Options

Rule Information

Tracking ID 0100000101

Updated 4/14/2419:49:13 by admin@192.168.1.100 (Local Database)
[ ]

Tente abrir um navegador e ver se consegue aceder a algum website. Se tudo correr como o que

foi especificado, serd bloqueado e nos eventos da firewall (Status = System Logs), ird visualizar a
seguinte informacao:

Status / System Logs/ Firewall / Normal View A )

System Firewall DHCP Authentication IPsec PPP PPPoE/L2TP Server

OpenVPN NTP Packages Settings

Normal View Dynamic View Summary View

Last 286 Firewall Log Entries. (Maximum 500)

Actio Interface  Rule Source Destination Protocol
pr 30 19 LAN & Bloguear toda a rede da LAN (100000101) 1E51192.168.1.99:58491 1(1192168.1.1:53 uop
x Apr3019:24:13 LAN aBquuearmdaarEdeda LAN (100000101} iE]]BZ‘H’:BU]G 60964 i]BZH:H 1.1:53 uop
x Apr3019:2413 LAN & Bloquear toda a rede da LAN (100000101) 151192.168.1.99:50023 iE192168.1.1:53 uppP
- _AAAAALan & AR [ . P L1 o T )

LY PORRP,

NOTA IMPORTANTE: Verifique o separador Time, pois a ordenacdo da firewall mostra os dados por ordem
crescente. Clique em cima no nome duas vezes separadas e veja a ordenagdo de forma decrescente.

6.2 - Regras de bloqueio por um dominio especifico (exemplo do Facebook) + Aliases

e Também podemos bloguear dominios especificos na rede. Como tal, vamos em primeiro criar um

alias (agrupamento de informacdo para depois ativar a regra mais facilmente). No menu superior,
deve selecionar as op¢des Firewall = Aliases:

lisense

Firewall = Services -

Aliases

RIAT

COMMUNITY EDITION

Fircwall / Aliacace / All

PAGINA
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e Clique no botdo verde ADD:

Firewall / Aliases / All
P Ports URLs All

Firewall Aliases All

Name Type Values Description Actions

Indique as seguintes informacdes:

e Nome: Facebook_block;

Descrigdo: Block facebook (depois vamos importar este nome nas regras);
e Tipo: Host (dominio);

Para tal, ndo podemos esquecer, que 0s websites e aplicacdes podem ter varias maneiras de
acesso, como por exemplo, o Facebook, tem o acesso normal (Facebook.com), mas também,
versdo portuguesa, pt-pt.facebook.com e a versdo do brasil pt-br.facebook.com.

o Indique estes parametros na zona dos Hosts:

Firewall / Aliases / Edit (2]

Name facebook_block
Description block facebook

Type Host(s)

Host(s)
Hint  Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN hostnames are periodically
re-resolved and updated. If multiple IPs are retumed by a DNS query, all are used. An IP range such as 192.168.1.1-192.168.1.10 or a small subnet such
as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generated.

IP or FQDN facebook.com Entry

dded Sun, 14 Apr 2024 13:44:47 +0000

pt-br.facebook.corr Entry added Sun, 14 Apr

pt-pt.facebook.com

d Sun, 14 Apr 202

Volte ao separador das regras da firewall e vamos definir uma regra para que qualquer
computador na LAN ndo possa aceder ao website Facebook. Como tal, clique no botdo ADD com

seta para cima (para indicar que esta regra é a primeira a ser implementada, antes de qualquer
regra que ja exista):

Firewall / Rules/ LAN w E @

Floating WAN LAN

Rules (Drag to Change Order)

(m] States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions

LAN Address 443 * * Anti-Lockout Rule o
80

0O + 28/3883MiB  IPv4* LAN subnets  * . * * none Default allow LAN to any rule L, 00mx

none Default allow LAN IPv6 to any rule 3 S00mx

1 of o | oo §© e J O com @ s

O « 008 IPv6* LAN subnets  * - - *
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e Coloque os valores:

FICHA TRABALHO 5

Agdo: Reject;

Interface: LAN;

Address Family: apenas IPv4;
Protocolo: UDP/TCP;
Origem: Any;

O O O O O O

Destino: selecione a opgao Address or Alias e no campo mais a frente coloque o nome que
deu na descricdo dos passos anteriores (para este importar todos os dominios em vez de
um unico especifico):

Firewall / Rules/ Edit = Ee

Edit Firewall Rule

Action Reject v

Disabled [ Disable this rule

et this option to disable this rule without removing it from the list

Interface LAN v
Ct 3 t I t me match ul
Address Family 1Pv4 v
$ tt ternet Protc " r PF t
Protocol TCP/UDP Y.

Choose which IP protocol this rule should matct

Source

Anvy
Source [ Invert match Any

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
ts default value, any.

Destination

~ / v

Destination [ Invert match Address or Alias v facebook_block / v
Destination Port Range any h any v
From Custom To Custom
Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port

Mais abaixo, ative a opcdo Log (para aparecer a regra de blogueio nos logs da firewall), e coloque
a descricdo “Regra de bloqueio do facebook”:

Log Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider 1
the Status: System Logs: Settings page)

Description Regra de bloqueio do facebook

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the rule
log.

Advanced Options |:]
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Muito Importante: Nao esquecer de gravar as Ultimas alteracdes no final da pagina. De seguida, a firewall

vai pedir para aplicar as novas regras de configuracdo, e como tal, deve clicar no botdo verde “Aplly
Changes”:

Firewall / Rules/ LAN W = @

The firewall r -I-\ figuratior be ‘;:' 1 " Apply Changes
e change 15t be ied fort to take effect

Floating WAN LAN DMZ

—
Rules (Drag to Change Order)
O States Protocol Source Port Destinati Port Queue Schedule Description Actions
v 0/4.65 > L = LAN Address 443 * . Anti-Lockout Rule e+ ]

Resultado da regra aplicada:

Rules (Drag to Change Order)

O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 0/4.65MiB * o = LAN Address 443 * - Anti-Lockout Rule ¢
80
2222
O = 0/0B IPv4 TCP/UDP * * facebook_block * = none Regra de bloqueio do facebook &; j‘ (O] '|]-|]'
O V3= 0/9.48MiB IPv4* LAN subnets *  * . * none Acesso toda a rede da LAN $S00m%
ov 0/0B IPv6 * LAN subnets *  * * * none Default allow LAN IPv6 to any e +§, S CIO W X

FIED) 820 (X (S (o

e Tente abrir um navegador e ver se consegue aceder a algum website. Se tudo correr como o que
foi especificado, sera bloqueado e nos eventos da firewall (Status = System Logs), ird visualizar a
seguinte informacdo:

............

x May 114:37:51 LAN & Regra de blogueio do 151192.168.1.99:33378 1(#157.240.212.35:443 TCPS
facebook (1713102341)

x May 114:37:51 LAN Default deny rule IPv6 iE [fe80::45a:b8a9:664d:7645].59688 i [2a03:2880:f152:82:face:b00c:0:25de]: 443 TCP:S
(1000000105)

X May 114:37:51 LAN Default deny rule IPvé 15 [fe80::452:b829:664d:7645]:59676 1 [¥] [2a03:2880:1152:82:face:b00c:0:25de]:443 TCP:S
(1000000105)

x May 114:37:51 LAN Default deny rule IPvé 1 5] [fe80::45a:829:664d:7645]:59672 1 [¥] [2a03:2880:1152:82:face:b00c:0:25de]:443 TCP:S
(1000000105)

x May 114:37:51 LAN & Regra de blogueio do 151192.168.1.99:33362 1[#157.240.212.35:443 TCP:S

facebook (1713102341)
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6.3 — Schedule - Agendamento de hordrios para servigos de rede

Por vezes pode haver a necessidade de fazer agendamentos de permissdes e negacdes de servicos em
determinados horarios.

Para realizar esta tarefa, temos de trabalhar 3 secdes:

1. Criar agendamento de servicos (Firewall = Schedules);

2. Criar o Alias paraindicar os computadores ou rede (para depois associar o Schedule) paraimportar
as definicdes mais rapidamente;

3. Criar regra e implementar os dois passos anteriores;

Neste exemplo, queremos permitir acesso na rede LAN apenas entre as 20h e a 00H em determinados dias
(neste caso desde o dia 1 de maio até 5 de Maio).

1. Criar agendamento de servicos (Firewall = Schedules);

Clicar no botdo ADD:

Firewall / Schedules (7]
Name Range: Date / Times / Name Description Actions

(@® Indicates that the schedule is currently active.

Colocar as informagdes (como na imagem mais abaixo):

Nota Importante: Deve em primeiro selecionar os dias no calenddrio e s6 depois indicar as horas de inicio
e de fim. Ap0s a insercao dessa informacado é que devera carregar no botdo verde “Add Time”:

Firewall / Schedules / Edit Q
Schedule Information
Schedule Name Acesso_LAN_Teste

is schedule i € th me may not be modifie

Description Acesso toda a rede da LAN das 20h até 00H

cription may be entered here for administrative referei

Month May_24 v
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Date May_2024

1 2 3 4 5
6 7 8 9 10 1 12
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30 3

Click individual date to select that date only. Click the appropriate
weekday Header to select all occurrences of that weekday.

Time 0 v 00 v 20 v 00 v

A full day is 0:00-23:59

Time range description

Configured Ranges

May1-5 0:00 20:00

Day(s Start time Stop time Description

Gravar as novas informacées.

2. Criar o Alias para indicar os computadores ou rede (para depois associar o Schedule) para importar as
definicdes mais rapidamente;

Nota Importante: No separador Host(s), se desejar colocar um dominio inteiro (em vez de alguns
equipamentos, deve colocar o IP do dominio e a mascara de rede.
Exemplo: se a rede estd em 192.168.1.xx entdo o dominio sera 192.168.1.0/24

Firewall / Aliases / Edit

Name Horario_LAN

The name of the alias may enly consist of the characters "a-z, A-Z, 0-9 and _".

Description S6 funciona depois das 20h

A description may be entered here for administrative reference (not parsed)
Type Host(s) v

Hint Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN hostnam
re-resolved and updated. If multiple |Ps are returned by a DNS query, all are used. An IP range such as 192.168.1.1-192.168.1.10 or &
as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generated.

IP or FQDN 192.168.1.0/24 toda a rede lan

4 Add Host
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Depois de gravar as novas alteracdes, e voltar a editar o alias, repare que este colocou todos os hosts do
dominio:

Hint Enter as many hosts as desired. Hosts must be specified by their IP address or fully qualified domain name (FQDN). FQDN hostnames are periodically
re-resolved and updated. If multiple IPs are retumed by a DNS query, all are used. An IP range such as 192.168.1.1-192.168.1.10 or a small subnet such
as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generated

IP or FQDN 192.168.1.0 toda a rede lan
192.168.1.1 toda a rede lan
192.168.1.2 toda a rede lan
192.168.1.3 toda a rede lan
192.168.1.4 toda a rede lan
192.168.1.5 toda a rede lan

192.168.1.253

192.168.1.254

192.168.1.255

toda a rede lan

toda a rede lan

toda a rede lan

& Export to file | = Add Host

3. Criarregra e implementar os dois passos anteriores;

Criar uma nova regra com acdo de bloqueio para ndo deixar aceder a rede LAN fora do hordrio
estabelecido (neste exemplo a rede sé deve funcionar entre as 20h e as O0H):

e Action: Block;

e Interface: LAN;

e Address Family: 1Pv4

e Protocol: Any

Firewall / Rules/ Edit = Ee

Edit Firewall Rule

Action Block

unreachable for UDP) is returned to the sender,

Disabled [ Disable this rule

Set this option to disable this rule without removing it from the list

Interface LAN

Address Family 1Pv4 v
Select the Internet Protocol version this rule applies to
Protocol Any
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e Source: Address or Alias e escrever o nome Horario LAN (tem de ser o mesmo nome dado no
Aliases, do qual, basta escrever as primeiras iniciais e este filtra e obtém o nome em causa);

e Destination: Any

e Ativar Log;

e Description: Acesso a Lan bloqueado até as 20H;

Source [ Invert match Address or Alias v Horario_LAN

Destination

Destination [ Invert match Any v b

Extra Options

Log Log packets that are handled by this rule
t: the firewall has limited loca ) space. Don't turn or jging for everything. If doing a lot of logging. nsider using a remote syslog server (see
the Status: System Logs: Settings page
Description Acesso a LAN bloqueado até as 20h

y be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewal

Advanced Options | “

e (licar no botdo azul com o nome “Show Advanced” e perto do final, vamos ter uma opcdo para
indicar a regra do agendamento (que foi feito no passo 1):

e B p priority
Schedule Acesso_LAN_Teste v
ave as 'none’ to leave the rule enabled all the time.
Gateway Default v

Testes de implementacdo:

e Resultado antes das 20H no dia 1 de Maio:

searpa-Fire % [ pfsense home.arpa -Fire % | @ Servidor nao encontrada % | + v

@ youtube.com o

Hum. Estamos a ter problemas em encontrar esse
site.

Mao & possivel estabelecer a ligagio ao servidor em www.youtube.com.
seinseriu o endereqo correto, pade:

+ Tentar novamente mais tarde
+ Verificar a sua ligagso 4 rede
« Verificar se Firefox tem permissao para aceder 3 Intemat (pode estar igado, mas atrds de uma firewall)

e Resultado da regra antes das 20H:
O X 008 IPva* Horario_LAN o * * none > Acesso LAN_  AcessoalANbloqueado  «f &' CJO
= Teste até as 20h i)
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Resultado depois das 20H no dia 1 de Maio:

® Firefox Navegador Web

1demai 20:15
1 pfsense.home.arpa-Fire X ' pfSense.home.arpa-Sta X = @ Amazon.com. Spend le

amazon.com

LIRS Werre showing you items that ship to Portugal. To see ftems that
ship to a different country, change your delivery address.

Dismiss

Change Address

Unido Europeia

e Resultado da regra depois das 20H:
Floating WAN LAN DMZ
—
Rules (Drag to Change Order)
O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 6.12 > E = LAN Address 443 > Anti-Lockout Rule o ]
MiB 80
2222
O 0/0B IPvd * Horario_LAN * & * none Acesso_LAN Acesso a LAN bloqueado &S00
= Ta ats o o0k
O This rule is not currently active because its period has expired
& PESSOAS ‘, : Cofinanciado pela
s #2030
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6.4 - EasyRule - Regras de bloqueio por detecdo e identificagcdo

Ao analisar as informacdes dos eventos na firewall, podemos visualizar os dados de origem e destino da

comunicacao entre equipamentos.

Caso queira bloguear um computador nas regras da firewall, basta clicar na op¢do — (menos) atras do

endereco IP (normalmente até aparece uma caixa a indicar a mensagem “EasyRule: Add to Block List”):

Status / System Logs/ Firewall / Normal View T F 6
System Firewall DHCP Authentication IPsec PPP PPPoE/LZTP Server OpenVPN NTP Packages Settings
Normal View Dynamic View Summary View
Last 134 Firewall Log Entries. (Maximum 500)

Action Time + Interface Rule as K List Destination Protocol
x Apr3015:50:24 LAN &Regra de bloqueiro do facebook (1713102341)  1[51192.168.1.99:34048 1157.240.212.35:443 TCP:S

Este vai abrir uma nova janela para confirmar esta opc¢do.

Firewall / EasyRule

Confirmation Required to Add EasyRule

Rule Type: Block
Interface: LAN
Source: 192.168.1.99
IP Protocol: Inet

Ao confirmar, o EasyRule vai fazer duas operacgodes:
e Cria/edita o Alias com os varios enderecos que foram pedidos para bloquear;

Firewall / Aliases / IP L @

P Ports URLs All

Firewall Aliases IP

Name Type Values Description Actions
I EasyRuleBlockHostsLAN Network(s) 192.168.1.100/32, 192.168.1.99/32 Blocked via EasyRule SOm
facebook_block Host(s) facebook.com, pt-br.facebook.com, pt-pt.facebook.com block facebook & m
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O5

Firewall / Aliases/ Edit (2]

Name EasyRuleBlockHostsLAN

The name of the alias may only consist of the ch:

s'az AZ 09and_’
Description Blocked via EasyRule

A description may be entered here for administrative reference (not parsed)

Type Network(s)

Network(s)
Hint Networks are specified in CIDR format. Select the CIDR mask that pertains to each entry. /32 specifies a single IPv4 host, /128 specifies a single IPv6
host, /24 specifies 255.255.255.0, /64 specifies a normal IPv6 network, etc. Hostnames (FQDNs) may also be specified, using a /32 mask for IPv4 or /
190 o e Ao D oo oL o 2 o o P I DA PP 2 1o1 s SRR ST b oo
Network or FQDN 192.168.1.100 /132 ~

Entry added Wed, 17 Apr 2024 09:37:59 +0000

192.168.1.99 [ 32

. Export to file | = Add Network

e Criaregra (apenas uma vez) para bloguear o contetddo definido no Alias anterior;

Firewall / Rules/ LAN

w E e
Floating WAN LAN DMZ
Rules (Drag to Change Order)
(m) States Protocol Source Port D Port Queue Schedule Descripti Actions
v  0/3.66 * * = LAN Address 443 * & Anti-Lockout Rule o
MiB 80
adaa
0 x 0/4 KiB IPv4 * EasyRuleBlockHostsLAN *  # * * none Blocked via EasyRule 3,000
—
block
0O v 0806 IPv4 * LAN subnets LI * * none Defaultallow LANtoanyrule .3, S CIOM
MiB x
O+ 0/0B IPv6 * LAN subnets * * * none Defaultallow LAN IPvbtoany %, &' DO
rule x
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Parte 7 — Ativar DMZ no Pfsense

Para adicionar uma nova interface, mais especificamente, incluir a interface DMZ (Zona desmilitarizada),
vamos ter de adicionar uma placa de rede adicional nas propriedades da maquina virtual.

Com esta opcdo, vamos ter 3 interfaces na firewall Pfsense:

e Interface WAN
e Interface LAN
e |nterface DMZ

Passo 1 — Desligue a mdaquina virtual do pfsense e de seguida vamos as definicdes da mesma;

Passo 2 — Dentro das definicdes da maquina virtual, vamos clicar na op¢ao rede e adicionar um novo
adaptador (em rede interna) e na opcdao do nome, vamos dar um nome diferente, para que este crie duas
redes diferentes com o nome “intnet-dmz”:

) Pfsense 27 - Definigdes — m| *
E Geral Rede
Sistema Adaptador 1 Adaptador 2 = Adaptador 3 Adaptador 4
|§| Ecrd Enable Network Adapter
Associado a: |Rede Interna -
Armazenamento

Nome: | intnet-dmz| ~

(D] Audio
W Avancado
@ Rede Tipo de adaptador: | Intel PRO/1000 MT Desktop (82540EM) w
@ Portas Série Modo promiscuo: | Permitir Tudo L
& Uss Enderego MAC: [08002739962C | @
Cabo Ligado

rﬁ Fimmbmm Mmedille A m

Passo 3 - Vamos colocar a maquina virtual do Windows 7 dentro da interface DMZ. Para tal, deve ir as
propriedades de rede da maquina virtual e mudar o adaptador de rede para a rede interna e no nome
deve colocar a nova interface que foi criada no passo anterior:

) Windows 7 - Definicdes — O b
E Geral Rede

Sistema Adaptador 1 Adaptader 2 Adaptador 3 Adaptador 4

|§| Ecra Enable Network Adapter

Assodado a: |Rede Interna

@ Armazenamento
(D] Audio

MNome:; | i

W Avancado

@ Rede
@ Portas Série
AN

Tipo de adaptador:

Modo promiscuo:

Frderarn MA:

Intel PRO/1000 MT Desktop (82540EM)

Permitir Tudo

|n9nn77nnr‘ﬁr‘n
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Passo 4 —Entrar na plataforma online do pfsense e no menu superior deve selecionar as op¢des Interfaces
- Assignments

Interfaces - Firewall

Assignments

ed

wr

Passo 5 — Se tudo correr bem, sera disponibilizada a nova interface da DMZ:

Interfaces / Interface Assignments

L @
Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GlFs Bridges LAGGs
——
Interface Network port
VAN em0 (08:00:27:1a:55:18) v
A em1 (08:00:27:08:8c:05) v
Available network ports: em? (08:00:27:f1:3e:2f) v

De seguida, clique no botdo ADD no lado direito para proceder a configuracdo e no final das op¢des, clique
em Save para salvar as novas configuracdes;

A S

R ——
em2 (08:00:27:F1:3e:2f) ~

0PT1

Interfaces that are configured as members of a lagg(4) interface will not be shown

Wireless interfaces must be created on the Wireless tab before they can be assigned.

Passo 6 — Para aceder a interface da DMZ, deve ir ao menu superior e clicar nas opg¢des Interfaces = OPT1

(normalmente este é o nome):
e jsense

Interfaces « Firewg

OMMUNITY EDITION

Assignments
Interfaces / Interfac
WAN
LAN

n ile
OPT1

Interface Assignments

Passo 7 — Dentro da interface da DMZ, deve realizar os seguintes passos:

e Habilitar a interface;
e Mudar o nome para DMZ;
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e Configuragdo IPv4 deve ser: Static IPv4;
e Mais abaixo no separador “Static IPv4 Configuration”, vamos indicar que queremos a rede da
DMZ na interface com o IP 192.168.2.254/24:

Static IPv4 Configuration

IPv4 Address 192.168.2.254 /24 v

IPv4 Upstream gateway None h < Add a new gateway

e Pmtmneens Fomin blam Bnb e add a s mmn amiem i TA AT bt

£ 4lin fmbmefmmn Tn mm lnbmemad mmmmmmdine ;alak am meiadie

No final, deve ir ao fundo da pdagina e clicar em Save para salvar as novas configuracdes. Apds assumir as
novas configuracdes, ndo esqueca que € necessario aplicar as novas alteragdes:

e DMZ conf = _._I r ‘_ . « Apply Changes
General Configuration

Enable Enable interface

Description DMZ

Passo 8 — Inicie a maquina virtual do Windows 7 e quando esta estiver operacional, devemos alterar os
dados da placa de rede para atribuir um IP estatico (tal como definido anteriormente). Para tal, faca os

seguintes passos:

e C(licar no iniciar do Windows e escrever a
expressdo “ligacbes de rede” e clicar na
opcao com o nome “ver ligacBes de rede”:

Painel de Controlo (13)

| 5% Verligages de rede

5 Adicionar um disposil Centro de Rede e Partilha
LF Ligara uma rede Ver ligagdes de rede

5+ Identificar e reparar problemas de rede

5+ Configurar uma ligagdo de acesso telefonico

5 Configurar uma ligagdo & rede privada virtual (VPN)

* Configurar uma rede ad hoc (computador-a-computador)
¥ Ver computadores e dispositivos de rede

+ Ver estado e tarefas da rede

Activar sensor de localizagdo e outros sensores

E'_;.S Ver dispositivos e impressoras

Ver actividade da localizagdo

@ Gerir as credenciais do Windows

)', Ver mais resultados

|Iigagﬁas de redel * ‘ | Encerrar | ¥ |

2 - o ez

e Na opcdo ligacdo de rede local, deve clicar com o lado direito do rato em cima da opgdo e
selecionar “Propriedades” e selecionar a opgdo Protocolo IP Versdo 4 (TCP/IPv4):
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Organizar = Desactivar este dispositivo de rede Diagr L‘a Propriedades de Ligacio de Area Local @
- E—— T - Funci it d i
L. Ligagdc de Area Local . " Mpca Hnelonamento em reas | Pamlhar'
"“ﬂu?ﬁ Rede 5 @I Decacti v Ligar utiizando:
= esactivar
NG 1) = iF Intsl(R) PRO/1000 MT Desktop Adapter
Estado

Esta ligagdo utiliza os seguintes itens:

o .
@ LigagGes bridge "% Cliente para redes Microsoft -~
Chi talh ngcap Packet Driver (NPCAP) (Wi-Fi) B
nar ataiha Bl \pcap Packet Driver (NPCAP) |
Eliminar gﬂgendadcr de pacotes QoS T
o gPartilha de Ficheiros e Impressoras para Redes Microsc
! Mud T
% Mudar o nome & Protocola IP Versdo 6 (TCP/IFv6)
T BN cocl 7 Ve 4 TCP/Pv4 | -
@, Propriedades ,.| Protocolo P Versdo {TCF‘ IPvd) .

e Alterar a gama de endereco IP para um IP estatico e colocar as seguintes propriedades:

Propriedades de Protocolo IP Versio 4 (TCP/IPvA) [~ 7| [wE3a]

Geral

Pode optar por atribuir automaticamente as definigies IP se a rede
suportar essa fundonalidade. Caso contrério tem de pedir ao
administrador de rede as definigies IF apropriadas.

() Obter um endereco IP automaticamente

(@ Utilizar o seguinte endereco IP:

Enderego IP: 192 . 168, 2 .20
Mascara de sub-rede: 255,255,255, O
Gateway predefinido: 192 . 168 . 2 . 254

Obter automaticamente o endereco do servidor DNS

(@ Utilizar os seguintes enderegos de servidor DNS:

Servidor DMNS preferida: 192 . 168 . 2 . 254

Guarde as novas alteracdes de seguida, deve reiniciar a interface de rede no Windows:

.L. Ligacdo de Area Local .L.
_""‘whf Rede 5 - =-...9""f
@7 Intel(R) PRO" _ =
'&l' Desactivar [
Estado

E voltar a ativar:

{__ :'&l' Activar
I

-.ﬁ»:“:i’f Estado

Quando a interface for reiniciada e se tentar fazer ping na interface DMZ da firewall PFsense, este ainda

ndo vai funcionar:
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BN C:\Windows\system32\cmd.exe E =

IC:\Usersssilvadping 192.168.2.254

N fazer ping para 192_168.2_.254 com 32 hytes de dados:
Control-C

IC:sUsersssilvar_
Isto acontece, pois ainda ndo existe nenhuma regra padrdo para trabalhar nessa interface.

Mas quando estiver numa maquina ligada na rede LAN, este vai permitir pingar a interface DMZ:

root@silva-VirtualBox: /fhome/silva silva@silva-VirtualBox: ~

root@silva-vVirtualBox: /home/silva# ping 192.168.2.254
PING 192.168.2.254 (192.168.2.254) 56(84) bytes of data.
64 bytes from 192.168.2.254: icmp_seqg=1 ttl=64 time=0.399
64 bytes from 192.168.2.254: icmp_seq=2 ttl=64 time=0.545
64 bytes from 192.168.2.254: icmp seqg=3 ttl=64 time=0.431

64 bytes from 192.168.2.254: icmp_seq=4 ttl=64 time=0.475
M C

--- 192.168.2.254 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3865ms
rtt min/avg/max/mdev = 0.399/0.462/0.545/0.054 ms
root@silva-virtualBox: /home/silva#

Passo 9 — Para tal, vamos ter de criar algumas regras essenciais na interface DMZ, do qual, ainda ndo deve
ter nada. Para tal, vamos ao menu superior da firewall Pfsense e clique nas opcdes Firewall > Rules e
mais abaixo escolha a opgdo DMZ:

Firewall / Rules/ DMZ

Floating WAN LAN DMZ

Rules (Drag to Change Order)

D States Protocol Source Port Destination Port Gateway Queue Schedule

Adicione as sequintes regras:

Regra DNS:

e Action: Pass

e Interface: DMZ (ja deve estar automaticamente);
e Address Family: IPv4

e Protocol: UDP

e Source: DMZ subnets

e Destination: DMZ address
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o Porta FROM: 53 (DNS)
o PortaTO: 53 (DNS)
e Extra Options:
o Ativar a opgao Log;
o Description: Ativar o protocolo DNS na interface DMZ

Regra ICMP:

e Action: Pass
e Interface: DMZ (ja deve estar automaticamente);
e Address Family: IPv4
e Protocol: ICMP
e Extra Options:
o Ativar a opgao Log;
o Description: Ativar o protocolo ICMP na interface DMZ

Depois de ativar estas duas regras, ndao esqueca de aplicar as novas alteracGes e de seguida, vamos a
maquina virtual do Windows 7 e faca ping para a interface DMZ, sé que desta vez, como ja foram dadas
as novas regras, conseguimos fazer ter sucesso:

Bl C\Windows\system32\cmd exe =

C=~Usersssilvarping 192_168.2_254

A fazer ping para 172.168.2.254 com 32 hytes de dados:
Resposta de 192.168.2.254: bytes=32 tempo<l ms TTL=64
Resposta de 192.168.2_.254: bytes=32 tempo<l ms TTL=64
Resposta de 192.168.2.254: hytes=32 tempo<l ms TTL=64

Estatisticas de ping para 192.168.2.254:
Pacotes: Enviados = 3, Recebhidos = 3.
Perdidos = B {perda: Bx>.
Tempo aproximado de ida e wolta em milissegundos:
Minimo = Bms. Maximo = Bms. Média = Bms

Como podemos ter outros servicos dentro da DMZ, vamos também colocar as seguintes regras adicionais:
Regra NTP (Network Time Protocol - sincronizar relégios de computadores):

e Action: Pass
e Interface: DMZ (ja deve estar automaticamente);
e Address Family: IPv4
e Protocol: UDP
e Source: DMZ subnets
e Destination: DMZ address
o Porta FROM: 123 (NTP)
o PortaTO: 123 (NTP)
e Extra Options:
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o Ativar a opgao Log;
o Description: Ativar a regra NTP na interface DMZ

Regra FTP (File Transfer Protocol):

Action: Pass
Interface: DMZ (ja deve estar automaticamente);
Address Family: I[Pv4
Protocol: TCP
Source: DMZ subnets
Destination: any
o Porta FROM: 21 (FTP)
o PortaTO: 21 (FTP)
Extra Options:
o Ativar a opgdo Log;
o Description: Ativar a regra FTP na interface DMZ

Regra HTTP:

Action: Pass
Interface: DMZ (ja deve estar automaticamente);
Address Family: IPv4
Protocol: TCP
Source: DMZ subnets
Destination: any
o Porta FROM: 80 (HTTP)
o PortaTO: 80 (HTTP)
Extra Options:
o Ativar a opcao Log;
o Description: Ativar a regra HTTP na interface DMZ

Regra HTTPS (c/ SSL):

Action: Pass
Interface: DMZ (ja deve estar automaticamente);
Address Family: IPv4
Protocol: TCP
Source: DMZ subnets
Destination: any
o Porta FROM: 443 (HTTPS)

FICHA TRABALHO 5
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o PortaTO: 443 (HTTPS)
e Extra Options:
o Ativar a opc¢ao Log;
o Description: Ativar a regra HTTPS na interface DMZ

Resumo Regras:

Rules (Drag to Change Order)

] States Protocol ~ Source Port Destination  Port Gateway Queue Schedule Description Actions

ov IPv4UDP  DMZ * DMZ 53 (DNS) * none Ativar o protocolo DNS na interface DMZ  §, S OO
= KiB subnets address X

ov B IPv4 * * ¥ * ¥ none Ativar o protocolo ICMP na interface &, LS00 iﬁ
= IcMP DMZ x

any

ov IPv4UDP  DMZ * DMZ 123(NTP)  * none Ativar a regra NTP na interface DMZ & S00m
= subnets address x

0ov IPVv4TCP  DMZ LI 21 (FTP) * none Ativar a regra FTP na interface DMZ 2001
= subnets X

ov IPvaTCP  DMZ L 80 (HTTP)  * none Ativar a regra HTTP na interface DMZ 32,000
= subnets xX

ov IPv4TCP DMZ * 4 443 o3 none Ativar a regra HTTPS na interface DMZ 2001
= subnets (HTTPS) x

Passo 10 — No entanto, também podemos pingar qualquer endereco na interface LAN. Faca o ping num
endereco que esteja na interface LAN e verifique o resultado do ping. Caso seja afirmativo, temos de

bloquear os pedidos ICMP. Como tal, adicione regra para bloguear pings para dentro da lan e proteger as
interfaces:

Regra ICMP:

e Action: Block
e Interface: DMZ (ja deve estar automaticamente);
e Address Family: IPv4
e Protocol: ICMP
e Source: Any
e Destination: LAN Subnets
e Extra Options:
o Ativar a opgado Log;
o Description: Bloquear o protocolo ICMP na interface DMZ para LAN

Esta regra tem de ser a primeira regra a ser executada:

Floating WAN LAN DMZ

Rules (Drag to Change Order)

O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
0 x 0/08 Pvd o * LAN * * none Bloquear ping para lan & f‘
ICMP subnets ol
any
— » nann . LY ] s + LE LN [ Rat L s i mEIA e &4
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Parte 8 — Backup e Restore

O sistema de backup do pfSense é muito importante para usar em eventuais problemas de hardware ou
atualizagdes que ndo tenham sido efetuadas com sucesso. Como tal, vamos ver como fazer o backup e
eventualmente o restore (restaurar).

8.1 - Backup

Passo 1 — Para realizar o backup manual, devemos ir ao menu superior da aplicacdo e clicar nas op¢des

Diagnostics = Backup & Restore

Diagnostics - Help -

ARP Table

Authentication
Backup & Restore

Command Prompt

Passo 2 — Na opc¢do Backup Area tem a possibilidade de realizar backup de todas as configuragdes, ou,

pode especificar o que deseja especificamente:

Backup & Restore Config History

Backup Configuration

Backup area All B
All
Skip packages Aliases

Dashboard Widgets
DNS Resolver

Include extra data DHCP Server
DHCPv6 Server

Skip RRD data s of

Passo 3 — Para além da opcdo Backup Area, temos os seguintes campos:

e Skip packages: ndo guardar informacgGes de aplicagGes/pacotes que foram adicionados no pfSense.
Ndo selecione esta opgdo, pois pode ser importante preservar a informacdo das aplicages que
foram instaladas na firewall;

e Skip RRD Data: O firewall coleta e mantém dados sobre o desempenho do sistema e, em seguida,

armazena esses dados em arquivos Round-Robin Database (RRD). Por esse motivo e para ndo
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PAGINA

ndos Europeus mais



)" DELEGACAO REGIONAL DO CENTRO

INSTITUTO DO EMPREGO

eronmaciosonssow.  CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

FICHA TRABALHO 5

incluir toda essas informacgdes nos backups (pois leva imensa informacgdo), vamos deixar esta
op¢do selecionada;

e Include extra data: Permite armazenar os dados extra de estados de servicos de computadores
ligados por DHCP entre outros estados. Ndo selecione esta opgdo, pois para este exemplo, nao
existe necessidade de guardar esse tipo de informacao;

e Backup SSH Keys: esta opgdo aparece, se tiver configurado acessos SSH na firewall. Como tal, deve
selecionar essa opgao;

e Encryption: por uma boa norma de seguranca, ative esta opcdo e defina uma password para

proteger os dados do backup;

Backup & Restore Config History
Backup Configuration
Backup area All v

Skip packages [ Do not backup package information.
Skip RRD data Do not backup RRD data (NOTE: RRD Data can consume 4+ megabytes of config.xml space!)

Include extra data () Backup extra data

Backup extra data files for some services. @
Backup S5H keys Backup SSH keys (otherwise clients would fail ta recognize the host keys after restore)
Encryption Encrypt this configuration file.

Password

& Download configuration as XML

Opcional — Também pode ver tudo o que aconteceu na firewall na opgdo “Config History”:

Diagnostics / Backup & Restore / Config History ©
Backup & Restore Config History
i ]

To view the differences between an older configuration and a newer configuration, select the older configuration using the left column of radio options and select the newer
configuration in the right column, then press the "Diff” button.

Date Version Size Configuration Change Actions
O  5/2/2408:56:03 233 53KiB  admin@192.168.1.99 (Local Database): Firewall: Rules - deleted a firewall rule. Current configuration
O O 5224085446 233 54KiB  admin@192.168.1.99 (Local Database): Firewall: Rules - saved/edited a firewall rule. Dim
QO 5/2/2408:53:22 233 54KiB  (system): Removed 15 minute filter reload for Time Based Rules "") _+_'||-|]'
O O 5/2/240853:19 233 54KiB  admin@192.168.1.99 (Local Database): Firewall: Rules - disabled a firewall rule. B E Y]
5/2/24 08:51:36 233 54KiB  admin@192.168.1.99 (Local Database): Firewall: Rules - saved/edited a firewall rule. IO“_.]I-H'
5/1/24 21:116:58 233 53KiB admin@192.168.1.99 (Local Database): Firewall: NAT: 1:1 - deleted NAT 1:1 mapping. f) .‘;,.ﬁ
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8.2 - Restore

Muitas vezes precisamos restaurar o backup em outro sistema, até mesmo em hardware pfsense
diferente. Uma vez feito o backup, o pfsense realiza a restauragcdo com todas as regras e configuracoes
do ultimo backup valido. Para fazer a restauracdo do pfSense devemos ir ao menu superior da aplicacdo
e clicar nas opc¢des Diagnostics > Backup & Restore

Se quiser restaurar tudo, ndo precisa mudar nada, agora caso deseje restaurar alguma opcdo
parcialmente, basta escolher em Restore area o que precisa de fazer.

Caso tenha colocado uma password para encriptar os dados, deve clicar na opgdo Encryption e digite a
senha do backup e clique no botdo vermelho escrito Restore Configuration.

O pfSense vai pedir para reiniciar e apds o processo para deixar tudo operacional.

Restore Backup

Open a pfSense configuration XML file and click the button below to restore the configuration.
Restore area All v
Configuration file Explorar... | Nenhum ficheiro selecionado
Encryption Configuration file is encrypted.
Password

) Restore Configuration

firewall v eboot after restoring the nfigurat

& PESSOAS ALGA Cofinanciado pela 44/69
§ 2030 == “," 2030 - Unido Europeia PA/G\NA

s Fundas Europeus mais présimos de s



)’( DELEGACAO REGIONAL DO CENTRO

FICHA TRABALHO 5

INSTITUTO DO EMPREGO

eronmaciosonssow.  CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

Parte 9 - SNORT e PFSENSE

O Snort (https://www.snort.org/) é um sistema de detecdo de intrusdes (IDS) e de prevencdo de intrusdes

(IPS) amplamente utilizado para monitorizar o trafego de rede em tempo real e identificar atividades
suspeitas ou maliciosas. Esta aplicacdo analisa pacotes de dados com base em regras e assinaturas,

permitindo detetar ataques como tentativas de invasdo, malware, scans de portas e outras ameacas.

Aintegracdo do Snort no pfSense permite adicionar capacidades de IDS diretamente na firewall. Com esta
combinacdo, o administrador pode monitorizar o trafego que entra e sai da rede, gerar alertas em tempo
real e até bloquear automaticamente enderecos IP suspeitos. Esta solucdo é muito utilizada em ambientes
empresariais e académicos para reforcar a seguranca da infraestrutura de rede, proporcionando maior

visibilidade e resposta rapida a incidentes.

Simple Snort Network Topology

| Sam
Router m
Switch e
with m:’::r‘;d port E ( A%
Firewall ‘- E g]
/1|

! Snort IPS/IDS Management
—————————— Workstation

z § ! 5
‘{ 1

Internal

Network
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9.1 — Configuragéao e Instalagao Snort

Passo 1 — Para realizar a instalagdo do Snort no PFSense, devemos ir ao menu superior da aplicagao e

clicar nas opc¢des System = Package Manager:

Rlisense

COMMUNITY EDITION

Advanced
Status/ [ cenificates

General Setup

SRR  High Availability -
Name Package Manager

Passo 2 — Na nova pagina, vamos clicar no separador “Available Package”:

System / Package Manager/ Available Packages

Installed Packages | Available Packages |

Please wait while the list of packages is retrieved and formatted. &

Passo 3 — Na caixa de pesquisa, procure pelo termo “snort”:

System / Package Manager/ Available Packages

Installed Packages Available Packages

I Search term snort Both v

Enter a search string or *r

x regular expression to search package names and descriptions,

Name Version Description

snort 4.1

6_28 Snortis an open source network intrusion prevention and detection system (IDS/IPS). Combining the benefits of signature, protocol, and anomaly- + Install
based inspection.

Package Dependencies
@ snort-2.9.20_8

Passo 4 — Confirme o botdo para continuar a instalagao:

Installed Packages Available Packages Package Installer

Confirmation Required to install package pfSense-pkg-snort.
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Passo 5 — Deve esperar que a instalagao conclua todo o processo de instalagao, e no final devera aparecer

a mensagem de sucesso:

pfSense-pkg-snort installation successfully completed

Installed Packages Available Packages Package Installer

—
(. . . N N N . N N " " N NN N NN AN -wV
Package Installation

Please note that, by default, snort will truncate packets larger than the
default snaplen of 15158 bytes Additionally, LRO may cause issues with
Stream5 target-based reassembly. It is recommended to disable LRO, if
your card supports it.

This can be done by appending '-1lro' to your ifconfig 1line in rc.conf.

Message from pfSense-pkg-snort-4.1.6 17:

Please visit Services - Snort - Interfaces tab first to add an interface, then select your desired rules packages at the Services -
Snort - Global tab. Afterwards visit the Updates tab to download your configured rulesets.

>>> Cleaning up cache... done

Success

Passo 6 — Concluido o passo anterior, vamos selecionar a menu principal da firewall e clicar nas opgdes

Services = Snort:

msense System Firewa Services

st
Auto Config Backup
System / Package Manager/ Installed Pz captive Portal
DHCP Relay
Installed Packages Available Packages DHCP Server

DHCPv6 Relay

Installed Packages DHCPv6 Server -

Name Category Version Description DNS Forwarder
" snort security 4.1.6.17 Snortis an open source network DNS Resolver tectior
anomaly-based inspection. Dynamic DNS
Package Dependencies: IGMP Proxy
§ snort-2.9.20_8 NTP
-
PPPoE Server Curre

Router Advertisement on 1

Packaf Snort ) st

Quando abrir a nova janela, serd exibida a informacdo das interfaces do Snort para realizar a configuracao:

Services / Snort/ Interfaces e

Snort Interfaces Global Settings Updates Alerts Blocked Passlists  Suppress IP Lists SID Mgmt Log Mgmt Sync

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mode Description Actions

<+ add
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Passo 7 — Vamos selecionar o separador “Global Settings” e ativar as seguintes op¢des:

e Enable Snort VRT: permite fazer download das regras dos servidores Snort para utilizadores registados

(que é gratuito) ou para subescritores da plataforma (que tem as regras pagas).

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Snort Subscriber Rules

Enable Snort VRT [ Click to enable download of Snort free Registered User or paid Subscriber rules

Sign Up for a free Registered | A

gn Up for paid Snort Subscriber Rule Set (by Talos

Snort GPLv2 Community Rules

Ao ativar esta opgdo, temos de colocar o codigo de acesso ao servigo, conhecido como “Snort
Oinkmaster Code” para autenticagdo dos utilizadores.

O Oinkmaster Code (ou Oinkcode) € um codigo Unico associado a nossa conta no site oficial do Snort.
Este serve para descarregar automaticamente os conjuntos de regras (rulesets) do Snort.

No pfSense, quando configuramos o pacote Snort, podes inserir esse Oinkcode em Global Settings
para ativar:

e Community Rules — gratuitas, sem Oinkcode;

e Registered Rules — gratuitas, mas, as regras para utilizadores registados sé estdo atualizadas
por um periodo de 30 dias;

e Subscriber Rules — pagas e atualizadas em tempo real.

Faca o registo no portal do Snort e obtenha o OinkCode!

e Enable Snort GPLv2: permite fazer download das regras comunitarias dos servidores Snort (como
falado mais acima).

Snort GPLv2 Community Rules
Enable Snort GPLv2 Click to enable download of Snort GPLv2 Community rules

The Snort Community Ruleset is a GPLv2 Talos certified ruleset that is distributed free of charge without any Snort Subscriber License restrictions. This
ruleset is updated daily and is a subset of the subscriber ruleset
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e Enable ET Open: permite ativar as prevencdes contra ameacas externas;

Emerging Threats (ET) Rules

Enable ET Open Click to enable download of Emerging Threats Open rules

e Enable OpenAppID
o Enable AppID Open Text Rules: permite ativar e verificar quais as aplicagdes que estdo a

utilizar;

Sourcefire OpenApplD Detectors

Enable OpenApplD Click to enable download of Sourcefire OpenApplD Detectors
The OpenApplID Detectors package contains the application signatures required by the AppID preprocessor and the OpenAppID text rules

OpenAppID Version

Enable AppID Open Text Click to enable download of the AppID Open Text Rules
Rules

Note - the ApplD Open Text Rules file is maintained by a volunteer contributor and hosted by the pfSense team. The URL for the file is https://

th
files.netgate.com/openappid/appid_rules.tar.gz

e Enable FEODO Tracker Botnet C2 IP Rules: oferece uma lista de bloqueio de enderegos IP associados
aos botnets C2. Ele pode ser usado para bloquear o trafego de botnet C2 de maquinas infetadas para

servidores que estdo sob o controle de cibercriminosos.

FEODO Tracker Botnet C2 IP Rules

Enable FEODO Tracker Click to enable download of FEODO Tracker Botnet C2 IP rules
Botnet C2 IP Rules

Feodo Tracker tracks certain families that are related to, or that evolved from, Feodo. Originally, Feodo was an ebanking Trojan used by cybercriminals
to commit ebanking fraud. Since 2010, various malware families evolved from Feodo, such as Cridex, Dridex, Geodo, Heodo and Emotet

e Rules Update Interval
o Update Interval: vai permitir fazer a atualizagdo das regras em intervalos de tempo. Vamos
configurar para atualizar as regras de 1 em 1 dia;
o Update Time: indicar a que horas é que vai fazer a atualizagdo das regras. Defina 23:00;
o Hide Deprecated Rules Categories: para ocultar categorias de regras obsoletas na interface

web (GUI) e remové-las da configuracao.

Rules Update Settings

Update Interval 1 DAY v

Update Start Time 23:00

Hide Deprecated Rules Click to hide deprecated rules categories in the GUI and remove them from the configuration. Default is not checked
Categories

Disable SSL Peer [ Click to disable verification of SSL peers during rules updates. This is commonly needed only for self-signed certificates. Default is not checked
Verification
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Passo 8 — Vamos selecionar o separador “Updates” e ativar as seguintes opgoes:

Clicar na opc¢do “UPDATE RULES” para descarregar as regras do Snort (tal como configurado
anteriormente):

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID

Installed Rule Set MD5 Signature

Rule Set Name/Publisher MD5 Signature Hash MD5
Snort Subscriber Ruleset Not Enabled Not
Snort GPLv2 Community Rules Not Downloaded Not
Emerging Threats Open Rules Not Downloaded Not
Snort OpenApplD Detectors Not Downloaded Not .
Snort ApplD Open Text Rules Not Downloaded Not
Feodo Tracker Botnet C2 IP Rules Not Downloaded Not
Last Update Unknown Result: Unknown

Update Rules + Update Rules

Click UPDATE RULES to check for and automatically apply any new posted updates for selected rules packi

Snortinterfaces  Global Settings ~ Updates  Alets  Blocked  Passlists  Suppress  IPLists  SDMgmt  LogMgmt  Sync
—
Installed Rule Set MD5 Signature
Rules Upda[e Task Rule Set Name/Publisher MDS Signature Hash MDS Signature Date
Snort Subscriber Ruleset Not Downloaded Not Downloaded
Updating rule sets may take a Snort GPLv2 Community Rules 82b7855bc92d55¢7d24092317182d34c Thursday, 23-Apr-26 11:58:43 WEST
while ... please wait for the Emerging Threats Open Rules 991212598fde91b125502f17fdf792¢ Thursday, 23-Apr-26 11:58:47 WEST
process 1o complete.
Snort OpenAppID Detectors €726¢f937d84c651a2012ac7c528384e Thursday, 23-Apr-26 11:58:43 WEST
This dialog will auto-close wher
s dilog wil auto-close when Snort AppID Open Text Rules 2626¢b4f6a3bc03abIcBe02befcblel Thursday, 23-Apr-26 11:58:43 WEST
the update is finished.
Feodo Tracker Botnet C2 IP Rules Thursday, 23-Apr-26 11:58:47 WEST

I Update Your Rule Set

LastUpdate  Apr-23 2026 11:58 Result: Success

Update Rules

s Woozo TR 20/69

PAGINA

Os Fundos Europeus mais proximos de s



)’( DELEGACAO REGIONAL DO CENTRO

INSTITUTO DO EMPREGO

eronmaciosonssow.  CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

FICHA TRABALHO 5

Vamos analisar os outros separadores:

SNORT ALERTS

Services / Snort/ Alerts (7]
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
—
Alert Log View Settings
Interface to Inspect ~ [ Auto-refresh view 250
Choos ac Alert lines t play

Alert Log View Filter [+]

Entries in Active Log

Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description

SNORT BLOCKED

(]

Services / Snort/ Blocked Hosts

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

—
Blocked Hosts and Log View Settings
Blocked Hosts

Refresh and Log View Refresh v
Default is ON
Default is 500
Last 500 Hosts Blocked by Snort (only applicable to Legacy Blocking Mode interfaces)
2 P Alert Descriptions and Event Times Remove

There are currently no hosts being blocked by Snort on Legacy Mode Blocking interfaces

SNORT PASS LISTS

Services/ Snort/ Pass Lists (2]
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
—
Configured Pass Lists
List Name Assigned Description Actions

SNORT SUPRESS

Services / Snort/ Suppression Lists (2]

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Configured Suppression Lists

List Name Description Actions
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SNORT IP LISTS

Services / Snort/ IP Reputation Lists (2]
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
IP Reputation List Management
IP List File Name Last Modified Time File Size Actions
emerging-compromised-ips.txt Apr-13 2024 12:23 pm 4KiB Pail

9.2 — Interfaces de captura Snort

De seguida, vamos adicionar a interface para monitorizar (neste caso serd a LAN). Como tal, vamos
selecionar ao separador “Snort Interfaces” e clicar no botdo verde “+ Add”:

Services / Snort/ Interfaces (2]

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mode Description Actions

Definir interfaces (LAN Settings)

e Nainterface, selecione a opcao LAN (o campo da descricdo muda automaticamente para o mesmo
nome):

General Settings

Enable Enable interface

Interface LAN (em1) ¥

Choose the interface where this Snort instance will inspect traffic

Description LAN

Enter a meaningful description here for your reference

Snap Length 1518

Enter the desired interface snaplen value in bytes. Default is 1518 and is suitable for most applications

e Secdo Alert Settings
o Ativar as opgdes:
= “Send Alerts to System Log”
= Enable Packet Captures
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Alert Settings

Send Alerts to System Snort will send Alerts to the firewall's system log. Default is Not Checked.

Leg
System Log Facility LOG_AUTH ¥
Select system log Facility to use for reporting. Default is LOG_AUTH
System Log Priority LOG_ALERT ~
Select system log Priority (Level) to use for reporting. Default is LOG_ALERT.

Enable Packet Captures Checking this option will automatically capture packets that generate a Snort alert into a tcpdump compatible file

Packet Capture File Size 128 o

e Ativar a opcdo “Block Offenders”

Block Settings

Block Offenders Checking this option will automatically block hosts that generate a Snort alert. Default is Not Checked.

IPS Mode Legacy Mode

Kill States Checking this option will kill firewall established states for the blocked IP. Default is checked.

Which IP to Block SRC v

ket you wish to block. Default is BOTH

Muito importante: Na opcdo “Which IP to Block”, vamos deixar a opcao BOTH, bloqueando apenas a
origem do trafego de onde vem o ataque.

Se for selecionado BOTH, isto significa que, a origem do ataque e o destino vao ser bloqueados, se
um hacker tentar entrar no vosso sistema e os destinos desejados pelo mesmo.

Categorias das interfaces (LAN Categories) e definicdo de regras

Apods a configuragao do passo anterior, podemos configurar as novas op¢des que surgiram logo ao lado
do separador LAN Settings.

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mg
LAN Settings I LAN Categories LAN Rules LAN Variables LAN Preprocs LAN IP Rep LAN Logs I

Automatic Flowbit Resolution

Resolve Flowbits If checked, Snort will auto-enable rules required for checked flowbits. Default is Checked.

Snort will examine the enabled rules in vour chosen rule cateaories for checked flowbits. Anv rules that set the:

Neste ponto, vamos selecionar todas as regras que importou previamente, pois serd uma mais-valia
para a nossa analise (mas ndo selecione a opgao Use IPS Policy):
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Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

LAN Settings LAN Categories LAN Rules LAN Variables LAN Preprocs LAN IP Rep LAN Logs

Automatic Flowbit Resolution

Resolve Flowbits If checked, Snort will auto-enable rules required for checked flowbits. Default is Checked

owbits. Any rules that set

Snort Subscriber IPS Policy Selection

Use IPS Policy If checked, Snort will use rules from one of three pre-defined IPS policies in the Snort Subscriber rules. Default is Not Checked

Selecting this option disables election of Si

i on the G

Select the rulesets (Categories) Snort will load at startup

Q- Category is auto-enabled by SID Mgmt conf files
Q- Category is auto-disabled by SID Mgmt conf files

selected if enat

Enable  Ruleset: ET Open Rules Snort Subscriber rules are not enabled. Enable  Ruleset: Snort OPENAPPID Rules
emerging-activex.rules openappid-ads.rules
emerging-attack_response.rules openappid-browser_plugin.rules
emerging-botcc. portgrouped.rules openappid-bussiness_applications.rules
emerging-botcc. rules openappid-collaboration.rules
emerging-chat.rules openappid-database.rules
emerging-ciarmy.rules openappid-file_storage.rules
emerging-compromised.rules openappid-file_transfer.rules
emerging-current_events.rules openappid-games.rules
emerging-deleted.rules openappid-hacktools.rules
emerging-dns.rules openappid-mail.rules
emerging-dos.rules openappid-messaging.rules
emerging-drop.rules openappid-mobile.rules

No final, deve ativar o servico (pois ele estd desativado), do qual deve clicar no botdo azul (por debaixo
do titulo “Snort Status” para arrancar a interface:

Services / Snort/ Interfaces

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mode

O LAN (em1) E AC-BNFA DISABLED

Quando o servigo ficar operacional, teremos a seguinte imagem com a confirmacao:

Interface Settings Overview

Interface Snort Status Pattern Match

O LAN (em1) OC® AC-BNFA
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9.3 — Separador LAN Rules: Testes com regras das interfaces

Nesta secdo podem definir regras especificas de monitorizacdo ou até indicar as proprias regras, como
por exemplo:

o Para fazer a colocacdo das regras especificas, vamos ter de selecionar o separador “LAN
Rules”;

o Na secdo “Available Rule Categories” deve selecionar a opgdo “custom.rules”;

Snort Interfaces  Global Settings  Updates  Alerts Blocked Passlists Suppress |IPLists SID Mgmt Log Mgmt

LAN Settings  LAN Categoriesl LAN Rules IAN Wariables  LAN Preprocs LANIPRep LAN Logs
T

Available Rule Categories

Sync

Category Selection: custom.rules v

Seseet Feategory to view and manage.
Defined Custom Rules

alert icmp any any -> any any ( msg:"ICMP Ping Detetado"; sid:1eeeeel; rev:l; )

o Nofinal, deve gravar as novas alteragdes;

1- Definir regras especificas para pings icmp, acesso FTP e SSH
Definir alertas para pings efetuados na rede:
alert icmp any any -> SHOME_NET any ( msg:"ICMP PING detetado"; sid:100001; rev:1; )

Grave as novas alteragdes e teste o alerta. Como tal, vamos a maquina virtual que esteja na rede LAN da

firewall (netse caso o Windows 7) e fazemos ping para a firewall (ou pode ser para outro equipamento
na rede):

- i pfsensehome.arpa - Services: X +

sts  SIDMgmt LogMgmt Sync

Alert Log View Filter

8 Entries in Active Log

Data Action Pri Proto  Class  SourcelP SPort  Destinaionl®  DPort  GID:SID  Dascription
20260424 |y 0 IcMP 192.168.1.1 192.168.1.100 1000001  ICMP Ping Detetado
10:10:57 Q Q® Bx

2026-04-24 0 IcMP 192.168.1.100 192.168.1.1 11000001  ICMP Ping Detetado
10:10:57 = b

2026-04-24 0 ICMP 192.168.1.1 192.168.1.100 11 ICMP Ping Detetado
10:10:56 3] Q X

PAGINA
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Definir alertas para tentativa de acesso ao servidor FTP:
alert tcp any any -> any 21 ( msg:"Acesso FTP detetado"; sid:100002; rev:1; )

Grave as novas alteragdes e teste o alerta. Como tal, vamos utilizar o programa FileZilla para tentar ligar

remotamente a uma maquina e ver a tentativa da ligacdo (mesmo sem efetuar a ligacdo com sucesso):

Snort Interfaces  Global Settings Updates Alerts Blocked PassLists Suppress IPLists SIDMgmt LogMgmt Sync

—
Alert Log View Settings
Interface to Inspect LAN (em1) v [] Auto-refresh 250 m
Choose interface.. view Alert lines to display

Alert Log View Filter

3 Entries in Active Log

Date Action Pri  Proto  Class  SourceIP SPort  Destination [P  DPort  GID:SID  Description
2026-0724 0 TCP 192.168.1.100 49481 94.23.79.17 21 1:1000002 Acesso FTP
10:32:30 Q 3 detetado
2026-04-24 0 TCP 192.168.1.100 49481 94.23.79.17 2 111000002 Acesso FTP
10:32:30 Q x detetado
2026-04-24 0 feB0::a00:27ff:fe01: ffoz:n 1:1000001  ICMP Ping
10:21:16 ol4f X Detetado

Definir alertas para tentativa de acesso ao servidor SSH:
alert tcp any any -> SHOME_NET 22 ( msg:"Acesso SSH detetado"; sid:100003; rev:1; )

Volte a ir ao menu Snort Interface, edite as configura¢des dentro da interface que ja esta configurada e
selecione a opgdo LAN Preprocs:

Services / Snort/ Interface Settings / LAN - Preprocessors and Flow

Snort Interfaces Global Settings Updates Alerts Blocked

Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

LAN Settings LAN Categories LAN Rules LAN Variables LAN Preprocs LAN IP Rep LAN Logs

Important Preprocessor Information

Rules may be dependent on enbled preprocessors! Disabling preprocessors may result in Snort startup failure unless all of the corresponding preprocessor-dependent rules are also disabled
Do not disable any default-enabled preprocessors on this page unless you are very skilled with using Snort. If you experience Snort start-up emrors or failures after making changes to
preprocessors, trying resetting all preprocessor configurations to their defaults, and then attempt to start Snort.

Deslize a janela para baixo até encontrar o separador (que esta agrupado), com o nome “Portscan
Detection” e clique no botdo + que estd no lado direito:

Procure pelo separador “SSH Detection” e:
Verificar se a op¢céo “Enable SSH Detection” estd ativada;

Verificar se as 3 Ultimas opgdes estdo selecionadas (para ataques via exploits);
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SSH Detection (-]

Enable SSH Detection The SSH preprocessor detects various Secure Shell exploit attempts. Default is Checked.

Server Ports 22

Max Encrypted Packets 20

Max Client Bytes 19600

Max Server Version 100
Length i i be ) lert € ! f
Jult
Enable Challenge- Enable checking for the Challenge-Response Overflow exploit. Default is Checked

Response Overflow

Enable Secure CRT Enable checking for the Secure CRT exploit. Default is Checked.
Exploit

Enable CRC 32 Exploit Enable checking for the CRC 32 exploit. Default is Checked

Enable Protocol Enable checking for the Protocol Mismatch exploit. Default is Checked
Mismatch Exploit

Por ultimo, vamos abrir o separador “FTP and Telnet global options” e verificar se este grupo estd ativo
no enable:

FTP and Telnet Global Options (-]

Enable Normalize/Decode FTP and Telnet traffic and protocol anomalies. Default is Checked

Inspection Type stateful ¥

ate in stateful or stateless mode. The default is statefu
Check Encrypted Traffic Continue to check an encrypted session for subsequent command to cease encryption. Default is Checked.

Alert on Encrypted [ Alert on encrypted FTP and Telnet command channels. Default is Not Checked
Commands

Resultados:

Ping ICMP e conectar ftp

kali@kali: ~

PING

anonymous
ogin failed
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PAGINA

vdos Europeus mais prasimos de s



INSTITUTO DO EMPREGO
EFORMACAD PROFISSIONAL

X

DELEGAGAQ REGIONAL DO CENTRO

CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

FICHA TRABALHO 5

16 Entries in Active Log

Date

2024-04-13
15:32:10

2024-0413
15:32:10

20240413
15:32:06

2024-0413
15:32:06

2024-04-13
15:32:06

2024-04-13
15:32:06

20240413
15:32:06

2024-0413
15:32:01

2024-04-13
15:32:01

2024-04-13
15:31:58

Action

Pri

0

Proto

TCP

TCP

TCP

CcP

TCP

TCP

ICMP

ICMP

TCP

Class

Not Suspicious

Traffic

Source IP SPort

192.168.1.84
Q®E

44392

192.168.1.84
Q®E

192.168.1.84
QE

192.168.1.84
QE

44392

44392

44392

192.168.1.84

QE

192.168.1.84
QE

192.168.1.84
QE

192.168.1.100
Qs
192.168.1.84

Q

192.168.1.100 57388
Q

44392

44392

44392

Destination IP DPort

1921681100 21
Q®

192168.1.100 21
QH

1921681100 21
QE

1921681100 21
Q@

192.168.1.100 21

Qm®

192168.1.100 21
Q@

1921681100 21
Q

192.168.1.84
Qm®
192.168.1.100

QmE

193.136.212.166 80
Qm®

GID:SID
1:100002
@ x
X
1:100002
@ x

BEx

1:100002
B x
1:100002
BEx
1:100
B x

X
=

B x

1:20135
B x

Description

Acesso FTP detetado

Acesso FTP detetado

Acesso FTP detetado

Acesso FTP detetado

Acesso FTP detetado

Acesso FTP detetado

Acesso FTP detetado

ICMP PING detetado

ICMP PING detetado

ET POLICY GNU/Linux APT User-Agent
Outbound likely related to package management

2 — Altere a regra do ICMP de alert para reject, guarde as alteracdes e faca novamente ping entre as

magquinas virtuais e apds isso, veja ou que aconteceu no separador “Blocked”:

reject icmp any any -> SHOME_NET any ( msg:"ICMP PING detetado"; sid:100001; rev:1; )

[isense

Services / Snort/ Alerts

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress P Lists
Alert Log View Settings

Interface to Inspect LAN (em1 e Auto-refresh view

a

Alert Log Actions

oo 1
Alert Log View Filter
Most Recent 250 Entries from Active Log

Date Action Pri Proto Class. Source IP SPort Destination IP DPy
2024-0413 0 IcMP 192.168.1.100 192.168.1.84

16:04:58 Q Q

20240413 o ICMP 192.168.1.84 192.168.1.100

16:04:58 Q Q

20240413 0 ICmMP 192.168.1.84 192.168.1.100

16:04:58 Q Q

20240413 o ICMP 192.168.1.100 192.168.1.84

1R NA5R am am

F

Tr File Actions Edit View Help

3 —Volte a colocar a primeira regra como alert:

alert icmp any any -> SHOME_NET any ( msg:"ICMP PING detetado"; sid:100001; rev:1; )

De seguida, vamos tentar atacar a rede com um Scan baseado no Nmap para ver as portas abertas nos

nossos sistemas. Como tal, vamos ter de ativar algumas operacdes adicionais.

s W30

Os Fundos Europeus mais

Cofinanciado pela
Unido Europeia

58/69

PAGINA



)" DELEGACAO REGIONAL DO CENTRO

INSTITUTO DO EMPREGO

eronmaciosonssow.  CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

FICHA TRABALHO 5

Volte a ir ao menu Snort Interface, edite as configuracdes dentro da interface que ja esta configurada e
selecione a opcdo LAN Preprocs:

Services / Snort/ Interface Settings / LAN - Preprocessors and Flow (2]

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

LAN Settings LAN Categories LAN Rules LAN Variables LAN Preprocs LAN IP Rep LAN Logs

Impertant Preprocessor Information

Rules may be dependent on enbled preprocessors! Disabling preprocessars may result in Snort startup failure unless all of the corresponding preprocessor-dependent rules are alsa disabled
Do not disable any default-enabled preprocessors on this page unless you are very skilled with using Snort. If you experience Snort start-up errors or failures after making changes to
preprocessors, trying resetting all preprocessor configurations to their defaults, and then attempt to start Snort

Deslize a janela para baixo até encontrar o separador (que estd agrupado), com o nome “Portscan
Detection” e clique no botdo + que esta no lado direito:

default all &

Dentro deste grupo:

e ative a opgdo Enable “Use Portscan Detection to detect various types of port scans and sweeps”;
e naopcao “Sensitivity” coloque o valor High;

Portscan Detection

‘

Enable Use Portscan Detection to detect various types of port scans and sweeps. Default is Not Checked

Protocol all ke

Scan Type all b

Sensitivity high v

Volte a ir para a zona dos alerts do Snort e na maquina do atacante, faca o comando “nmap
ip_da_vitima” (ex: nmap 192.168.1.100)

Recarregue a pagina dos alerts e verifique este apanhar os dados do ataque:
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= AR vz | parae | susiemen
[
Alert Log View Filter [+]
77 Entries in Active Log
Date Action  Pri Proto  Class Source IP SPort  Destination IP DPort  GID:SID  Description
20240413 ] ICMP PING detetado
19:4436 x
20240413 ICMP PING detetado
19:4431 x
20240413 1e80:200:2711feSI CMP FING detetado
15:4338 iC] *
Qg
fei0:a00:2711fe5t CMP PING detetado
fes x
20248413 2 Attempted {portscan) TCP Fitered Portsweep
19:4255 Information Leak Q x

. B BRENGEwon

Como ativou as op¢des avancadas nas configuracdes para detecdo maxima, o snort vai entender este
tipo de ataque como malicioso e vai colocar o endereco como blogueado, tal como demonstra a
seguinte imagem do separador “Blocked”:

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Blocked Hosts and Log View Settings

Blocked Hosts

Al ycked hosts will be save

Refresh and Log View Refresh

Save auto-refresh and view settings Default is ON

Last 500 Hosts Blocked by Snort (only applicable to Legacy Blocking Mode interfaces)

# P Alert Descriptions and Event Times Remove

1 fe80::db56:1024:feB1:7d47 ICMP PING detetado — 2024-04-13 19:47:54 x
Q (portscan) TCP Filtered Portsweep - 2024-04-13 19:42:55

1 host IP address is currently being blocked Snort on Legacy Blocking Mode interfaces
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Parte 10 — Limitar velocidade dentro da firewall

Upload msense Upload

5/100 Mbps 5/100 Mbps
7 SPEED 5 Internet
< LIMIT <
—— o DoOwnload 7 5 Download
10/100 Mbps 10/100 Mbps

Imagine o seguinte cenario:

Temos a rede WAN que permite a entrada da internet na nossa firewall e assim comunicar com as redes
internas (redes LAN, pois podemos ter mais do que uma, tal como demostra a seguinte imagem:

Interfaces

it WANT A  1000baseT <full-duplex> 111.111.111.121
e LANTI 4 1000baseT <full-duplex> 192.168.11.1

it LANT2 4 1000baseT <full-duplex> 192.168.12.1

Como tal, podemos colocar limites no acesso a internet como uma norma de seguranca adicional dentro
da firewall.

Como tal, vamos fazer os seguintes passos, mas neste caso pratico, apenas vamos aplicar as regras numa
rede LAN (com a maquina virtual da SEDE que temos trabalhado ao longo das fichas de trabalho):

I O 1D pisensehomearps - Staws: Dast X | 4 R

SE © Notsecure | hups//192.168.20.1 A Ty M &= & %
Rlisense
COMMUNITY EDITION
Status / Dashboard a+e
System Information FO0 Netgate Services And Support [+Xx]
e S [ merfaces ________________________/OO]
Interfaces 00
User admin(@192.168.20.10 (Local Database) 2N 4 1000baseT <fulkduplexs  192.168.1.121
System VirtualBox Virtual Machine 2001:8a0:c6¢1:7d00:a00:27ff-fe16:5171
Netgate Device ID: b30387b6740b01b4b23 BN A 1000baseT <fullduplec 19216820,
BIOS Vendar innatale GmhH

Suponha que estes sdo os valores da velocidade da sua Internet:

@) DOWNLOAD UPLOAD

17664 12540

Ping @ s @® 99
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Passo 1 — Vamos até ao menu Firewall = Traffic Shaper

Firewall ~ Services ~

Aliases
NAT

Rules

‘ Traffic Shaper i

Passo 2 — Selecione o separador “Limiters” e depois carregue no botao New Limiter para adicionar uma
nova limitacdo (neste passo apenas vamos dizer os parametros da configuracao):

Firewall / Traffic Shaper/ Limiters

By Interface By Queue Wizards
I

== New Limiter

Passo 3 —Vamos criar as configuragdes para o Upload. Coloque as seguintes informacgdes:
e Enable: ative esta opcdo
e Name: Limite_Upload
e Brandwidth: 5 (por defeito ja vem Mbit/s)

Limiters

I Enable Enable limiter and its children I

I Name Limite_Upload I
Bandwidth Bandwidth Bw type Schedule
5 Mbit/s v none v

Passo 4 — No campo Mask, podemos escolher as opgdes "origem (source)" para definir que estamos a

trabalhar o upload ou "destino (destiny)" para definir que estamos a trabalhar o download. Para tal,
vamos:

e Mask: selecionar a op¢do Source Address para indicar que quero trabalhar o Upload de dados;

o Deixar os valores 32 e 128 para aplicar a regra em todos os hosts da LAN;
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e Description: colocar a informacado “Limitar Upload na rede LAN”;

Mask Source addresses v ‘l
ERETATTI N S P T T S o e il th, delay, packet loss and queue size given above will be
created for each source/destination IP address encountered, respectively. This makes it possible to easily specify bandwidth limits

per host or subnet.

32 v 128 v
I1Pv4 mask bits IPv6 mask bits
255.255.255.255/7 FEFFLFFEF  FFFEFEFF L FFFF FFFFLFEFEFFFE/D

Description Limitar Upload na rede LAN I
o e s R ) T )

Passo 5 — Ndo esqueca de gravar as novas informacgdes;

Passo 6 — Aplique as novas alteragdes:

f erco . yeen chani :. +” Apply Changes

By Interface By Queue Limiters Wizards

D Limite_Upload TS

- New Limiter Enable Enable limiter and its children

Name Limite_Upload

Resultado da criagdo do limite:

By Interface By Queue Limiters Wizards

O Limite_Upload

Passo 7 — Vamos fazer a mesma tarefa para o Download de ficheiros, mas com algumas modificacdes, em
especial no campo Mask que ao contrario do Upload que usa Source Addresses o Dowload vai usar a

opcao Destination Addresses:

Vamos criar as configuracdes para o Download. Coloque as seguintes informacdes:
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e Enable: ative esta opcdo

e Name: Limite_Download

e Brandwidth: 10 (por defeito ja vem Mbit/s)

e Mask: selecionar a opgdo Destination Address para indicar que quero trabalhar o Download de

dados;
o Deixar os valores 32 e 128 para aplicar a regra em todos os hosts da LAN;

e Description: colocar a informacao “Limitar Download na rede LAN”;

Enable Enable limiter and its children

Name Limite_Download
Bandwidth Bandwidth Bw type Schedule
10 Mbit/s v none v
= Add Schedule
Mask Destination addresses v

tlay, packet loss and queue size given above will be

. _
" i " .
created for each source/destination IP address encountered, respectively. This makes it possible to easily specify bandwidth limits

per host or subnet.

32 v 128 w
IPvd mask bits IPv6 mask bits
255.255.255.255/? FEEEFFFF FEFELFEFE FFFF FEFF: FEFFFFFE/D
Description Limitar Download na rede LAN

A description may be entered here for administrative reference (not parsed).

Passo 8 — Ndo esqueca de gravar as novas informacdes;

Passo 9 — Aplique as novas alteragdes:

Firewall / Traffic Shaper/ Limiters @

By Interface By Queue Limiters Wizards

(3 Limite_Download
Enable Enable limiter and its children
== New Limiter

Name Limite_Download
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Resultado:

By Interface By Queue Limiters Wizards

F] Limite_Download

-l- New Limniter

Passo 10 — No proximo passo, vamos associar a regra dos limites na rede LAN (pois apenas criamos as
indicacBes, mas ainda falta associar as mesmas nas regras da firewall). Vamos ao menu Firewall = Rules:

Firewall

Aliases

Limit  w~at

Rules

Clique no separador LAN e de seguida, vamos clique no botdo do lapis para alterar as definicdes da rede
[Pv4*:

Firewall / Rules/ LAN =N

Floating WAN LAN OpenVPN

Rules (Drag to Change Order)
_J States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

v 5M1.12miB ¢ . . LAN Address 443 * ] Anti-Lockout Rule o
80
I O  2/450MiB  IPva* LAN subnets  * * * * none Default allow LAN to any rule I 3SA0mx
O « 0/08 Pv6 * LAN subnets  * = * * none Default allow LAN IPv6 to any rule Y

Dentro da regra, deve ir ao fundo da pagina e clicar no botdo Display Advanced para aceder as
propriedades avancadas das configuracdes da regra:

Log 7] Log packets that are handled by 1l

Hint: the firewall has limited local log
the Status: System Logs: Settings pa

Description Default allow LAN to any rule
A description may be entered here fo
log.

e ——
Advanced Options | ‘
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Este vai abrir varias opcBes, mas a que queremos esta quase no fundo da pagina com o nome “In/Out
Pipe”. Deve aplicar as configurac®es que fez no limitador, mais especificamente:

e 12 Campo > Colocar o limitador “Limite Upload”
e 292 Campo > Colocar o limitador “Limite Download”

Este por sua vez, vai definir a regra com base nos limitadores que serdo impostos na rede da LAN.

v

In / Out pipe I Limite_Upload I v I Limite_Download I

Choose the Out queue/Virtual interface only if In is also selected. The Out selection is applied to traffic leaving the interface where the rule is created,
the In selection is applied to traffic coming into the chosen interface.

If creating a floating rule, if the direction is In then the same rules apply, if the direction is Out the selections are reversed, Qut is for incoming and In is
for outgoing

Ackqueue / Queue none A4 none

Choose the Acknowledge Queue only if there is a selected Queue

Ndo esquecer de gravar as novas alteragdes.

Passo 11 — Faca a aplicacdo das novas alteragdes e depois repare que vai aparecer uma roda dentada no
inicio da regra:

Floating WAN LAN OpenVPN

Rules (Drag to Change Order)

States Protocol  Source Port  Destinati Port

y Queue Schedule Description Actions
v INIEMB  * * * LAN Address 443 * Anti-Lockout Rule o
80
VIR 2457MEB IPvd*  LANsubnets *  * *

none Default allow LAN to any rule JS00mx

. . T  ra

Passo 12 — Teste a ligacdo da LAN na maquina virtual (que esteja ligada na rede LAN):

B2 Microsoft Bing ) testeinternet g o) ]

Q_ SEARCH

esult

# Internet speed test

13ms 9.72 Mb/s 4.72 Mb/s

) SPEEDTEST
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Permitir ping na rede WAN

De notar que, por defeito a firewall do PFsense bloqueia rodos os pacotes “ping”, incluidos protocolos
ICMP, por razoes de seguranca. Contudo, pode haver situacdes que seja necessario verificar as conexdes
com a firewall, como por exemplo, nos programas de monitorizacdo, como o Zabbix para verificar se a

firewall estad online ou offline.

Passo 1 — Abra uma linha de comandos (cmd) e faca ping na firewall da sede (neste exemploo IP é o
192.168.1.121):

Virtual irtual Hachine Hetgate Device ID: b38387b6748fbB1b4b23

» He o pfSens .2-RELERSE (a 24) on pfSen
HEH (wan)

1/64
LEH C(lan) > eml

) B} Logout (SSH only) 9) pfTop
dall F ign Int 18) Logs
address 1) t webConfigurator
o Daccuo- 2 cho fSopco gnle

Repare que a resposta foi negativa e os pacotes ndo obtiveram qualquer respostal

Vamos adicionar uma nova regra na interface WAN para permitir o protocolo ICMP:

Passo 1 —Vamos ao menu da firewall e selecione as op¢bes Firewall = Rules:

Firewall =

Aliases

Passo 2 — Selecione o separador WAN e clique no botdo ADD para adicionar nova regra:

Floating WAN LAN OpenVPN

Rules (Drag to Change Order)

O States Protocol  Source Port Destination Port Gateway Queue Schedule Des
O «" 0/0B IPv4UDP * 2 WAM address 1195 o none Opt
O « 0/0B |IPv4UDP * * WAM address 1194 (OpenVPN)  * none Opt

— [EEHmC

Passo 3 — Coloque as seguintes opgdes:

60 PESSOAS . Cofinanciado pela 67/69
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e Action: Pass

e Interface: WAN

e Address Family: IPv4
e Protocol: ICMP

e |CMP Subtypes: Any

Edit Firewall Rule

Action Pass v

Choose what to do with packets that match the criteria specified below
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled () Disable this rule

Set this option to disable this rule without removing it from the list.

Interface WAN w

Choose the Interiace from which packets must come te match this rule

Address Family 1Pvd v
Welect Ihe Iernet Protocol version this rule applies to

Protocol ICMP

Choose which | protocol this rule should match

ICMP Subtypes a ~
Alternate Hos (]
ersion error

Echo reply -

For ICMP rules on IPv4, one or more of these ICMP subtypes may be specified

Passo 4 — Nas proximas se¢des deve fazer as seguintes acdes:

e Secdo Origem (Source) deve selecionar a opcdo ANY;
e Secdo Destino (Destination), deve selecionar a opgao This Firewall (self);
e Secao Extra Options:

o Selecionar a opgdo Log, para permitir os registos de atividade;

o Colocar a descrigdo “Permitir Ping Wan”;

Source

Source ] Invert match ol v

Destination

Destination ) Invert match This Firewall (self) -” o ire v

Log Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everytffing. If doing a lot of legging, consider using a remote syslog server (see
the Status: System Logs: Settings page)
Description Permitir Ping WAN
A description may be entered here for administrative reference. A maximumjpf 52 characters will be used in the ruleset and displayed in the firewall
og

Advanced Options

No final ndo esqueca de gravar as novas alteracgdes.

Goesos Woozo SR
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Passo 5 — Aplique as novas alteragdes:

Firewall / Rules / WAN L = @

Passo 6 — Recebida a confirmagao da aplicagao da regra, vamos fazer novamente o PING ao servidor da

firewall da SEDE e veja a reposta com sucesso:

Firewall / Rules/ WAN B @

y. The firewall rules are now reloading in the background

Rules (Drag to Change Order)

) States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
vis CMP  * *  This Firewall (self) * * none Permitir Ping WAN &S 00mx
v 195 * none OpenVPN Ligacao Site_To s 00mx
\, B Pv4 UDP 1194 (OpenVPN)  * none OoenVPN Liaacao Remota wizard L. 0OQ M X

[ Pfsense_sede [Em execugdo] - Oracle VirtualBox -

Ficheiro Maquina Ver Entrada Dispositivos  Ajuda

VirtualBox Virtual Machine - Hetgate Device ID: b38387b6748fbA1b4b23
#%4 Helcome to pfSense 2.7.2-RELEASE (amd64) on pfSense ===

HEH (wan) -> emnd —> v4/DHCP4: 192.168.1.121/24

v6/DHCP6: 28@1:8aM@:cbcl:7dB@:alB:27ff
1/64

LfH (lan) -> eml -» v4: 192.168.28.1/24

8} Logout (55H only) 9) pfTop

1} Assign Interfaces 18) Filter Logs

2! Set interface(s) IP address Restart webConfigurator
3! Reset webConfigurator password PHP shell + pfSense tools
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